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1.

1.1.

FOREWORD INFORMATION

Main characteristics

Software for network connections with NOVUS IP cameras and recorders;
Support for RTSP channels and ONVIF devices

Flexible and fully customizable software interface;

Ability to create your own camera layouts;

Live view and recording for each channel;

Supported video compression: MIPEG, H.264, H.264 +, H.265, H.265 +;

Resolution of recording / displaying streams: 4000 x 3000, 3840 x 2160 (4K Ultra HD), 3200 x
1800 (QHD +), 1920 x 1080 (Full HD), 1280 x 1024 (SXGA), 1280 x 720 (HD), 1024 x 768
(XGA), 800 x 600 (SVGA), 720 x 576 (D1), 640 x 480 (VGA), 352 x 288 (CIF), 320 x 240
(QVGA);

Live monitoring, recording of audio channels, two-way audio "from" and "to" the camera;
Advanced graphical recording schedule;

NMS VSS user management;

Advanced system for recording and filtering alarm events and NMS VSS logs;

Control of speed dome cameras using the PTZ panel or the mouse;

Export of recorded video to AVI files;

Export of recorded video and audio to a PAK file;

Object map implementation;

Digital PTZ (Pan and Tilt functions available only for Fisheye cameras);

Support for event schemas;

Integration with cash registers, license plate recognition system, network module of outputs /
inputs;

Remote configuration of cameras;
NMS VSS Mobile support for platforms: Android and iOS;

Export of recorded video to a DVD recorder;

NOTE! This manual is based on NOVUS MANAGEMENT SYSTEM VSS, version 2.01.16.

NOTE! In the rest of this manual, the terms "Software', '""Program', "Application" or NMS
VSS refer to NOVUS MANAGEMENT SYSTEM VSS and replace the full name in the text.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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1.2. Recommended PC specification

Below are the requirements for working in a system with 1080p video images in real time

(1920x1080 resolution, refresh rate 25 fps) for each video channel. When displaying more video
channels at the same time, working with higher resolution or number of frames, the requirements may
be higher. In such a situation, it is recommended to contact AAT SYSTEMY BEZPIECZENSTWA
Sp. z 0.0. in order to select the appropriate NMS VSS NVR server.

Recommended specification of the computer unit for NMS VSS software:

1

. Processor CPU Intel i7
2. RAM DDR4 8 GB

3. OS Windows Pro 10 64 bit or Windows 11 Pro 64 bit
4.
5
6

Network card 1 Gb/s (We reccomend to add additional network card for client connections)

. Audio interface

. Hard drives with SATA interface, with min. 32MB cache. NTFS file system required on the drives

to be recorded.

. GPU - GeForce GTX 1050 or newer,

Additionally, in the computer system before installing the NMS VSS software it is recommended to:

update Your Windows installation;

update motherboard, graphics card and sound card drivers to the latest versions available on the
manufacturers' websites

NOTE!

Due to the fact that process reliability is a priority in CCTYV systems For data registration and
management, it is recommended to use dedicated disks for continuous operation, the so-called
24x7.

It is recommended to purchase a unit dedicated to the required load. Hardware
configurations based on the AMD platform have not been tested.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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1.3. PC settings before NMS VSS installation

Before installing the software, make sure that all energy saving functions are turned off both in
the BIOS settings of the computer and in the Windows settings.

NOTE! The description below is for Windows 10.

First, you must set the power plan to "high
performance" you set it in,

anel > All Control Panel ltems > Power Options

Choose or customize a power plan

A power plan is a collection of hardware and system settings (lie display brightness, sleep, etc.) that manages
how your computer uses power. Tell me more sbout power plans

"Control panel-> Power options"

@ Balanced (recommended) Change plan settings

balances with energy

Change plan settings
ance where possible.

Change plan settings

Change plan settings

Change settings for the plan: Balanced In editing the power plan you should

Choose the sleep and display settings that you want your computer to use,

switch the monitor off as

2 Tum off the display: | 10 minutes v also the moment of entering sleep mode.
Must be set to "Never"

Change advanced power settings

Restore default settings for this plan

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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B Screen Saver Settings

Screen Saver

Sereen saver
(Mone) w

Power management

Settings... Preview

= [[] On resumne, display legon screen

Conserve energy or maximize performance by adjusting display

brightness and other power settings,

Change power settings

Cancel Apply

Screen saver settings

Windows.

Control Panel ->
Personalization ->

Screen Saver -> (None)

In the network card settings it is necessary to select the option to disable the network card to
save energy (this option is enabled by default).

Allow this device to wake the computer

Intel(R} PRO/1000 MT Desktop Adapter Properties >
General Advanced Driver Details Events Power Management

L_:jj Irtel(R) PRO/1000 MT Desktop Adapter

] Allow the computer to tum off this device to save power

Cancel

Power management settings for the ne-
twork adapter

Control Panel ->
System ->

Device Manager ->
Network adapters ->
{card model} ->
Properties ->

Energy management

Clear the Allow the computer to turn off
this device to save power check box.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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Due to the size of the windows and the ease of use of NMS VSS, the recommended screen reso-
lution is 1920 x 1080.

Display

Select and rearrange displays
Screen l"€S0h/lthl’l Sel‘fll’lgs Select a display below to change the settings for it. Press and hold (or select) a display, then drag to rearrange it.
Windows.

Start ->

/

Control Panel ->

Screen ->
Identify Detect
Change screen settings

Night light settings
Windows HD Color
Get a brighter, more vibrant picture in HDR and WCG videos, games,

and apps.

Windows HD Color settings

Scale and layout

Change the size of text, apps. and other items

100% (Recommended) ~

Advanced scaling settings

Dacalitinng

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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NMS VSS INSTALLATION

2. NMS VSS INSTALLATION

Attention! Follow all steps to install NMS VSS preliminary described in the previous chapter

Attention! The NMS VSS software can be used to build a simple single-user system as well as an
extensive system consisting of a recording server and many client stations connected
to this server. Before starting the installation, consider which installation profile
matches the needs of your system.

2.1. Single workstation system - NMS VSS Server / Client installation (Standalone)

Single-site installation in the NMS VSS Server / Client mode is intended for users of systems
with a simple structure. In such systems, all streams from IP devices are connected to a single
workstation, where they are simultaneously recorded and displayed

e Recording images from cameras

e Displaying images from cameras

e One operator station

NMS VSS Server / Client

2.2. Multi-workstation system - installation of the NMS VSS Server or NMS VSS Client type

In multi-workstation systems, recording and displaying functions are separated, which
significantly increases the level of system security and enables viewing the images from cameras from
several independent operator stations. In such applications, the server can be placed in a separate, air-
conditioned room with limited physical access. This type of system also enables centralized
management of user rights on client stations.

o Display
o Remote playback
i :
T : NMS VSS Client
e ;
Qy Recording
o Display
NMS VSS Server e  Remote playback
NMS VSS Client

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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NMS VSS INSTALLATION

2.3. FEATURES OD PARTICULAR INSTALLATION TYPES

Depending on the type of installation, the NMS VSS software has the following features

o MULTI SIDE SYSTEM

NMS VSS Server

NMS VSS Client

automatic search for compatible IP cameras;
recording video streams from IP cameras and other NMS VSS servers;
sending video streams to NMS VSS Client client stations;

displaying video streams - the computing power of the server is dedica-
ted to sending video streams to many client stations;

setting the maximum number of connections from client stations both
in "live" and playback mode - NMS VSS firewall function;

defining a camera list for users of client stations;
defining user rights;

group priority setting - requesting access to recordings via a user from a
group with a higher priority disconnects the user from a group with a
lower priority;

manually adding other NMS VSS servers to build a system containing
the so-called Backup Server;

dynamic management of streams sent to client stations (the server
sends only the streams currently displayed on client stations);

automatic search for NMS VSS Server units and NMS VSS Server /
Client;

Live view of video streams - computing power

remote playback of recordings from NMS VSS Servers (information

about the availability of recordings on the server is displayed on the
Client's NMS VSS side);

no possibility of recording on the client's NMS VSS side;

remote activation of panic recording (NMS VSS Client sends server-
side panic recording start command);

no possibility to send video streams to other NMS VSS Client stations;

dynamic stream selection (automatic switching to a stream with lower
parameters in case of a large number of streams displayed
simultaneously in the video window).

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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o SINGLE SIDE SYSTEM

e automatic search for compatible IP cameras;
e recording video streams from IP cameras and other NMS VSS servers;

e Live view of video streams - the client's computing power is focused on
decompression of video streams;

i e

e manually adding other NMS VSS servers to build a system containing
NMS VSS Server/Client the so-called Backup Server;

e dynamic management of streams sent to stations client (the server
sends only the streams currently displayed on client stations);

e dynamic stream selection (automatic switching to a stream with lower
parameters in case of a large number of streams displayed

2.4. NMS VSS installation

After reading the information described in the previous chapter, run the NMS VSS installer as an
administrator - the NMS VSS full x86 n.n.nn.exe or NMS VSS full x64 n.n.nn.exe file (v.n.n.nn
means the current version of the program).

meT— Installation language selection. For English,
Please select the language that you would like to use during the choose Engllsh and click Ok.

installation.

[ e

Falish

Please read the license agreement carefully.

After reading the terms of the agreement,
License Agreement .
Please read the following important information before continuing. W please Select I accept the ag}/‘eement and Clle
Next.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

FEE-BASED LICENCE AGREEMENT
for “NOVUS MANAGEMENT SYSTEM™ VSS version |

We hereby inform that the installation and use of “Nowus
Management System”™ VS8 version software indicates automatic
acceptance of the terms of this Licence Agreement on behalf of
the Licensee — User. The Manufacturer informs that the use of the
Software may not be available in certain countries and languages.
If vou do not asree to the terms of this License Asreement

| O1accept the agreement |

© 1 do not accept the agreement

Cancel

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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Select Destination Location

Where should NOVUS MAMAGEMENT SYSTEM V5SS be installed? w

| D Setup will install NOVUS MANAGEMENT SYSTEM VSS into the following folder.

To continue, dick Next, If you would like to select a different folder, dick Browse.

| Ci\Program Files\AATINMS Y55

Atleast 695,2 M8 of free disk space is required.

o The folder:

C:\Program Files\AAT\MMS V35

already exists. Would you like to install to that folder anyway?

Select Start Menu Folder

Tak Nie

Where should Setup place the program's shortcuts? W

a
o

g— Setup will create the program's shorteuts in the following Start Menu folder.
o—

To continue, dick Mext. If you would ke to select a different folder, dick Browse.

NOVUS MANAGEMENT 5YSTEM V55

Select Additional Tasks
Wihich additional tasks should be performed?

Ny

Select the additional tasks you would like Setup to perform while installing NOVUS

MAMAGEMEMT SYSTEM VS5, then dick Next.

Additional shortcuts:
B Create a desktop shortout

B Automatically start NOVUS MANAGEMENT SYSTEM VS5

Ready to Install

Setup is now ready to begin instaling NOYUS MANAGEMENT SYSTEM VSS on your W

computer,

Click Install to continue with the installation, or dick Back if you want to review or

change any settings.

Destination location:
C:'\Program Files\AATINMS V5SS

Start Menu folder:
NOVUS MANAGEMENT SYSTEM VS5

Additional tasks:
Additional shortcuits:
Create a desktop shortcut

Back Install Cancel

Please select the folder where NMS VSS software
will be installed (button Browse ...) or leave the
default path and click Next.

If a previous version of the program was installed
in this folder, there will be a question if you want
to install it there anyway.

Previous configuration will be lost if
installation is continued! In order to prevent
this, it is necessary to export the configuration
in advance using the appropriate program
function.

The Setup will create shortcut in Start Menu
folder. You can select other folder using Browse
butto.

To continue the installation, please choose the
Next button.

There are checkboxes to create shortcut on the
desktop and to start NMS VSS automatically.

The last window summarize all selscted options.
Click Install to start installation process.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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The NMS VSS software installation
Completing the NOVUS . .
MANAGEMENT SYSTEM VS5 Setup process will be completed after selecting
the Finish button.

Setup has finished installing NOVUS MANAGEMENT SYSTEM
W55 on your computer, The application may be launched by
selecting the installed shortcuts.

mm‘"‘”" [ creenmensen To start the NMS VSS application after

BB Louncn NOVLS ANAGEYENT SY5TEH 55 the installation is completed, please select
the Launch NOVUS MANAGEMENT
SYSTEM VSS option.

2.5. NMS VSS software activation
The NMS VSS program is launched using the shortcut icon on the desktop or in the programs menu.

A

@ NOVUS
MAMNAGEMEN
TSYSTEM V55

The first time you start NMS VSS, you have to activate the NMS VSS software - Menu -> Help ->
Licensing

BT NOVUS MANAGEMENT SYSTEM VSS 2.00.12 x64 (root) Unregistered version
File View Tools Configuration Help

About NMS...

allallalicalialive

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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In the Licensing window, in the Registration tab, you need to fill in all installer and user data. After
completing the data, click the “Save” button.

¥ Licensing - m} X

Registration Licensing

Installer data License user data

Insta
NIP
REGON

o
e
o
El
o
€

Print to PDF

After completing this step, the following message should appear:
] X

Operation completed successfully

2.5.1. Automatic NMS VSS activation

In the Licenses window, go to the Licenses tab and select the ”Activate key” button.

¥ Licensing = ] X

Registration Licensing

Status Valid until

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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Enter the product key in the designated place in the window

¥ Key activation - O X

Key P3E96CF3-4E66- :

Activation

After completing this step, the following message should appear:

(N X

Operation completed successfully

2.5.2. Manual NMS VSS activation
If the NMS VSS has no Internet access, the window below will appear

B Warning X

You are in offline mode, only manual file exchange is available. Do you
want to continue?

The program creates a file called request.nlic which needs to be saved and transferred to a computer
with Internet access.

ie jako
<« A l Ten komputer > Pobrane License

Organizuj « Nowy folder

OneDrive Data modyfikacji Typ Rozmiar

KEE OneDrive - Persor Zadne elementy nie pasuja do kryteridw

B Ten komputer

W Obiekty 3D
B Obrazy
Pobrane

M Pulpit

o Gied

MNazwa pliku: | request

Zapisz jako typ: | License (.nlic)
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Open browser on a computer with Internet access, go to the NMS VSS.aat.pl website and click the
Registration/Activation button as in the picture below.

m Bifoor [  PROFESSIONAL SOLUTION

FOR VIDEO SURVEILLANCE SYSTEMS e

Devices Sy: Solutions Tutorials Contact

DOWNLOAD CENTER

Novus Managem
wstem vss NMS Player /3200 NS update 1.54.1 /3708

NS Player /64bit NMS updite 1.54.1 /643
NMS 1P Tool Changelog
NOVUS Quick Support

NS manusl

NMS Mobile

P Cooglepl & Aopstore

NMS Mobile maral

A new page will appear on which, after pressing the Upload File button, we must upload the
previously generated request.nlic file. In return, the website will generate a file called response.nlic
that needs to be transferred to the target computer with the program installed.

Upload file with offline request. Response file will be downloaded automatically if request file is valid.

Upload File

On the unit with NMS VSS installed, the button Load response file from server appeared in the
license window. You need to select it and indicate the response.nlic file in the opened window

Key Status | Valid until

(1]
EFEBFBFFO00S0GES

Load offline file response
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2 Otwieranie
= =3 T l Ten komputer > Pobrane » License

Organizuj « Nowy folder
l Instrukcja instalz Mazwa )z kac) Fy Rozmiar
B request.nlic

s OneDrive . response.nlic

KB OneDrive - Persor

M Ten komputer
B Dokumenty
Muzyka
W0 Obiekty 3
B8 Obrazy

Pobrane

i Pulpit

Operation completed successfully
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2.6. Launching NMS VSS Software
When you click NMS VSS shortcut icon, all software modules are started.

Loading succesfull.

100 %

Abort Start Nms

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.
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If during the initialization process there are any errors with the launch of the NMS VSS
application or individual devices assigned to the system, for 10 sec. a window with information about
errors will be displayed. To go to the login window, press the OK button. If there is no reaction, the
error window will close after 10 seconds.

“Nmsinfo P=(ren

Iy

0N -

Od ; Recorder from devce : BVIP-TCS400C (192, 168, 1,207:80) Steam 1; Adves uregdeerss pst vny fié zapanetiany
<IIP-TCIA00C (192,168, 1, 20 080) > Satrgs fle <NVIF-TC5420C: NVIF-TCS400C (152 166, 1. 20.:60) >~

Od : Recordar from device @ NVIP-TC24000 #4°% 1.3 (10. 11 5.2040:60) Sweam 1: Adres urzydaonia jest inny ni2 zapamietany
AWP-TC22000MM1,3 (10. 11,5, 204:80) > Setings fe<NVIP-TC29000 91, 3: MVIP-TC2A00DMPX 1,3 (10,11, 5. 204:80) >

Od ; Recordsr from device : NVIP-VS101 (10,1122, 203: 554) Kamera 1: Adres urzadzena jest oy ne zapemestany

5

2
J

b NIWIP-Y5101 (10.11.21. 201:554) » Satings Ske <NVIF-VS 10 1: NVIP-VS101 (10 11,21, 20 1:554) >

3 Od 2 Revorder from devoe : NVTPVS10Z (10.11.21.702:554) Kamera 1 © Adres L zadanni Jest inny ni 2apamietany
AWPS102(10,31,2 =554 > Sebrge She cNVIP-VS102 NVIP-VS102 (10.11,22, 202 553)

e, Od : Aecordsr Tom device @ RVIF-V51C2 (10 'u.z'..;\::::zlé) Kamera 2 : Adres urradzena jest iny na zapamistany

x <PVIP VS 102 (10, 21,214, 202:554) > Sotings Sio <NVIF VS 102: NVIP NS 102 (10.11.21.702: 534) >

1 O ; Recorder from device : NVIP-D0000 (192,168, 21, 205:559) Kamera L Adkes o zatioenia jeet inery 1k saoaielany

<TIPHDNSCOU (182, 168, 21 205:5549) = Setngs fla<TWIP4 ONSCOU: NVIF4O0S000 (292,160, 2, 205 55<) =
o Od : Aecordar from device @ RVIFVS 104 (192 168 21
T <NVTP-A5104 (192.158.21,214: 554)» Se i

m

[} Kamera 1: Adres urzadasnia jest nny ni2 zapame sy
: NVIP-S 104 {192, 168, 21. 214:554) >
Od ; Recordsr from device : NVIP-VS104 (192 168 21 ) Kanera 2; Adres urzgdesnsa st nny iz zapametayy
~INVIP-Y5104 (192, 158.21. 214: 534) » Setngs fles 104: NVIP-¥E 104 (192, 168. 21 214:554)

04 (197. 16521 ) Kames 3 : Adros ursdaonia st inoy nid Zapanio iy
NVIP-VE 104 (192, 168, 21 212:554) >
) Kamera 4: Adres urzadess )ezt;'r.v T TEAPATIATATY

1 I

Od ; Recorder

res ur zqd e
SMIPAS103 . 2.

101121 a0

Note!

Full information about the course of the last launch and closing of the NMS VSS application is
provided in the LOGs panel: "Start screen log", "End screen log".

NMS VSS user login window. The default user is root and the password is pass.

Login  2.01.16

Weer ) noVus

Turn off Login

The Turn off button allows to close the NMS VSS application, the Login button starts the
application. Closing the application is possible only when the user has granted permissions for such an
operation. Pressing Enter is equivalent to pressing Login, and pressing ESC is equivalent to pressing
Turn off.

Information!

After logging in, it is recommended to change the default username and password.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

20



NOVUS MANAGEMENT SYSTEM VSS - User’s manual

NMS VSS INSTALLATION

The first launch of the NMS VSS program is associated with the automatic launch of the wizard
allowing for quick program configuration. The wizard's welcome window is illustrated below:

Welcome

to the Novus Management System setup wizard.

Configure NMS as:

® Server
® Client
« Server/Client

Wizard helps to perform initial NMS software configuration.

| INET |

Selection of one of the three operating modes of NMS VSS made at the installation stage as
Client, Server, or both, it affects the wizard's mode of operation.

Selecting the Show on startup checkbox will start the wizard every time the program is started.
Click Next button to go to the next window, the Cancel button will close the wizard and open the
main program window. If Next was selected, another wizard window will open containing a search
engine for cameras / video-servers or NMS VSS servers connected to the subnetwork in which the
computer with the NMS VSS software installed is working.

10.11.3.200 00-1B-9D-07-5F-... Handlowy 1 NVR-6000 [NVR-6408-H1/F]
1011711 00-18-3D-11-85-58 NOWVUS IP CAMERA NVIP-B000 [NVIP-5H-6202M-11)

10111188 00-18-9D-10-D%-... serwis plac NVIP-BH-6211
10.11.11.124  |00-1B-9D-04-54-A5 nie: NVIP-3DN3051H
10.151.151.106 | 00-18-AE-A1-07-4E NOVUS IP CAMERA NVIP-2VE-8201-1

101747 00-18-9D-11-AC-... NOVUS IP CAMERA NVIP-4VE-650ZM/F-I

10.151.151.106 | 00-18-AE-AZ-74-3F AAT_Gfds NVIP-2H-6202-11

101111117 | 00-1B-3D-55-55-55 NOVUSIPCAMERdAv NVIP-3DN3012V
192.168.4355  [00-1B-3D-0F-92-7D Lkjh1...dolar NVIP-2H-6732M/LPR

Seekina devices....

Wizard is seeking devices in local area network. After finish seeking
procedure you will be able to pick device which you want to add to

system. m MR E

The search process starts automatically, depending on the selected operating mode, cameras (Server
and Server / Client) or NMS VSS servers (Client) are searched after its completion the window shows
a list of found IP addresses with the names and type of devices. The Refresh button repeats the search.
Pressing Next will take you to the next window where you can choose to share streams with other
machines with the NMS VSS software installed (this applies when installing NMS VSS as a Server or
Server / Client). This option is not available when installing in Client mode. Clicking Next takes you
to the next window that allows you to select the path and size of the disk space for recording
recordings (only Server and Server / Client).
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The size of the recordings database selected in the wizard (after selecting Create recorder

database) is identical for each of the previously detected devices, as is the path to the recordings
folder.

» Create recorder database

s
Path

Size is a space for recordings for each camera

| INE T

Pressing Next will take you to the next window where you can add new user accounts. The
root / pass account under which NMS VSS is first run is the administrator account. It is recommended
to enter at least one user account in this step, which will not be able to change the program settings. It
is also necessary to change the password for the administrator account later

Wizard - Users

Add user accounts that are permitted to log into the application.
Password change option becomes available after first successful login.

10 e

Entering data (login and password) and pressing the Add button adds the account to the
ADDED window. In case of incorrect data input, it is possible to remove the account from the list by
clicking the Delete button.

After adding the desired number of user accounts and pressing Next, the last wizard window
opens, allowing the settings to be applied and saved in the program configuration. To apply the
settings, the program automatically logs the user out and then prompts them to log in again.
Appropriate settings made during the Wizard run will be applied during NMS VSS startup.
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After a while, the program window will appear on the screen. When the program is started for
the first time, the default panel layout will be displayed. When working with the program, the layout of
panels can be adapted to your needs.

= hs] SN EE]
Wideo_1-1.6x6

w [l EHEEE « » o L
2: brak

10: brak 11: brak 12: brak

13: brak 14: brak 15: brak 16: brak 17: brak 18: brak

19: brak 20: brak 21: brak 22: brak 23: brak 24: brak

25: brak 26: brak 27: brak 28: brak 29: brak 30: brak

Wyswietlanie FPS: 50
Dekpdowanie FPS: 0
Nms CPU:

31: brak 32: brak 35: brak

:59:!
Datd systemowa: 26.08.2024
Pixels: 0,00 [Mpix]
Star: Na zywo

Using a graphic card with a two-monitor display, it is possible to arrange a large number of
panels on the screen without the need to reduce their size.

An example of a window layout for working in a two-screen mode.
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2.6.1 NMS Service

NMS can run as a system service. This means it can run in the background of the system without
a user interface. To start the NMS service, click on the NMS Service icon on the desktop.

N

@

(R ez

The window shown below will be displayed.

]

Before starting the application asz a service,. make sure that the HHMS is Off. Do

you want to run HME as Service (Y- M>?

Make sure the NMS application is closed. Press the "Y" key and confirm by pressing Enter. The
service will start. In the Windows task manager, in the Services tab, the NMS service is listed as
NmsServerService.

File Options VYiew Help

Applications | Processes | Services | Performance | Metworking | Users

MName : FID Description Status Group *

napagent Metwork Access Protection Agent Stop...  Metwor

Metlogon Metlogon Stop...

Metman 2340 Metwaork Connections Runn... LocalSy

MNetMsmgActivator Met.Msmq Listener Adapter Stop...

MNetPipeActivator Met.Fipe Listener Adapter Stop...

netprofm 1116  Metwork List Service Funn... LocalSe =

MetTcpActivator Met. Top Listener Adapter Stop...

| NmsServerservice 4234  MmsServerservice Uruc... Brak

PcaSve 2340 Program Compatibility Assistant Service Runn... LocalSy

PeerDistSvc BranchCache Stop...  PeerDis -

Fi i 2
Services...

Processes: 45 CPU Usage: 0% Physical Mermory: 38%

To restart the NMS application, double-click the NMS icon on the desktop.

N

@
L
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2.7. Initial configuration of NMS VSS application

The NMS VSS application is designed in such a way that it can work as a server and a client at

the same time. The launched NMS VSS server is connected to the client as one of the devices in the
same way as e.g. an IP camera. Thanks to this, there are great opportunities for expansion or
reconstruction of the system.

Warning! When running multiple services at the same time, pay attention to computer

performance. Viewing multiple camera images at the same time puts a considerable
strain on your computer. Also, connecting many users via the network to one server
increases the load on this unit. If the load on the processor or the Internet network is
too high, it may result in interruptions in displaying or even recording video streams.
It is recommended not to exceed 60% of the CPU and network load in normal
operation of the NMS VSS application.

2.7.1. NMS VSS Server configuration

In order to configure the NMS VSS application installed as NMS VSS Server, it is

recommended to follow the procedure presented below (or to run the Wizard):

You should configure the network connection of the computer on which the NMS VSS
application has been installed in accordance with the assumptions of the target computer
network;

Attach one IP device (camera or video server) one by one to the network switch and define a
unique [P address and other parameters of the network connection on it (for the description of
the IP device configuration, see the manual delivered with the device);

Start the NMS VSS application, select CONFIGURATION / APPLICATION SETTINGS from
the main menu. There is a Shutdown submenu in the APPLICATION tab. If the NMS VSS
server application is to be automatically closed when you try to turn off the computer, select the
option Allow the system to close NMS VSS and select the Save button.

Otherwise, if the NMS VSS application is open, it will block system shutdown.

In the DEVICES tab, there is an option to add devices. Devices can be searched automatically
using the "Magnifier" button and added from the found list of devices, or manually with the use
of Plus, specifying the IP address, port and device type.

After all devices are added, give them appropriate names. Then go to SCHEDULE and
configure the recording mode (continuous, alarm, motion detection. If there are devices in the
system using PTZ control, you can configure them in the ADVANCED subpage.

It is also recommended to add users in the USERS tab and to grant appropriate rights to their
groups for each of the NMS VSS clients. The administrator account should only be used to
configure NMS VSS.

In the next step, select CONFIGURATION / RECORDER from the main menu. After the
current list of devices is displayed, you can define the size and storage location of video
recordings for each camera. For this purpose, it is best to select all video streams with the Ctrl +
A key combination and at the bottom of the screen, in the auxiliary bar, specify the size of the
recording on the disk for each stream and add these parameters for all cameras using the Use
buttons and save the changes.
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. After carrying out all the above actions, select the FILE / SAVE CONFIGURATION option
from the main menu of the NMS VSS program, and then restart the application;

o After restarting, in the CONFIGURATION / SERVERS menu, select the cameras that are to be
transmitted to the client. You must also configure all other servers;

. Then, from the CONFIGURATION / FIREWALL menu, configure the firewall settings;

o It is recommended to disable video windows on the server so that they do not burden the system
unnecessarily.

After completing the configuration, restart the computer to check if the automatic startup of
applications and services works properly and you can start working with the program.

2.7.2. NMS VSS Client configuration

In order to configure the NMS VSS application installed as an NMS VSS Client, it is
recommended to follow the procedure presented below (or to run the Wizard in the appropriate
mode):

o You should configure the network connection of the computer on which the NMS VSS
application has been installed in accordance with the assumptions of the target computer
network;

. Start the NMS VSS Client application, select CONFIGURATION / APPLICATION
SETTINGS from the main menu. In the DEVICES tab, there is an option to add previously
launched NMS VSS Servers to the system. It should be done manually with the plus, giving the
IP address, ports and NMS VSS Server device type;

. After adding the NMS VSS Server to the system, the process of updating the list of streams
available on the server will be carried out for the user whose account is logged into the NMS
VSS server .;

o It is also recommended to add local users working on the client's NMS VSS side. Adding users
and assigning appropriate rights to their groups is possible in the USERS tab. We strive for a
situation where the administrator account is used only to configure the NMS VSS program, and
daily work takes place from the level of user accounts .;

o After carrying out all the above actions, select the FILE / SAVE CONFIGURATION option
from the main menu of the NMS VSS program, and then restart the application;

. After restarting, adjust the arrangement of windows to your needs.

Attention!

On a computer with the application installed in NMS VSS mode, the Client cannot register
images sent via the NMS VSS server locally.

If there is a need to back up server recordings, use the so-called Backup server. To do this,
connect from the NMS VSS Server level or NMS VSS Server / Client to the NMS VSS Server
type recording unit and start recording video streams.
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2.7.3. Configuration of single-unit NMS VSS application

In order to configure the NMS VSS application installed as an NMS VSS Server / Client, it is

recommended to follow the procedure presented below:

You should configure the network connection of the computer on which the NMS VSS
application has been installed in accordance with the assumptions of the target computer
network;

Attach one IP device (camera or video server) one by one to the network switch and define a
unique IP address and other parameters of the network connection on it (for the description of
the IP device configuration, see the manual delivered with the device);

Start the NMS VSS application, select CONFIGURATION / APPLICATION SETTINGS from
the main menu. There is a Shutdown submenu in the APPLICATION tab. If the NMS VSS
server application is to be automatically closed when you try to turn off the computer, select the
option Allow the system to close NMS VSS and select the Save button.

Otherwise, if the NMS VSS application is open, it will block system shutdown.

There is an option to add devices in the device tab. Devices can be searched automatically using
the Magnifier button and added from the found list of devices or manually using the Plus by
entering the IP address, port and device type. ;

After adding all devices, give them appropriate names in the CONFIGURATION / GENERAL
tab. Then go to SCHEDULE and configure the recording mode (continuous, alarm, motion

detection). If there are devices in the system using PTZ control, you can configure them in the
ADVANCED page. ;

It is also recommended to add users in the USERS tab and to grant appropriate rights to their
groups, so that the administrator account is used only for NMS VSS configuration. ;

In the next step, go to RECORDER in the CONFIGURATION menu. After the current list of
devices is displayed, you can define the size and storage location of video recordings for each
camera. For this purpose, it is best to select all video streams with the "CTRL + A" key
combination and at the bottom of the screen, in the auxiliary bar, specify the size of the
recording on the disk for each stream and add these parameters for all cameras with the Use
buttons and save the changes. ;

After carrying out all the above actions, select the FILE / SAVE CONFIGURATION option
from the main menu of the NMS VSS program, and then restart the application;

After restarting, adjust the window layout to your needs.

After completing the configuration, you can start working with the program.
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3. PANEL MANAGEMENT

3.1. Graphic interface: information

The NMS VSS interface is made of movable panels, the functionality of which is described
below. Details on the operation of individual panels can be found on the following pages of the
manual. A characteristic feature of the program is the ability to customize the interface by moving or
hiding individual panels. One of the possible implementations of the program panels arrangement is

presented below.
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3.2. User workspace arrangement

As mentioned before, the program interface consists of separate panels that can be freely
activated, moved (also to a second monitor in multi-monitor operation), combined and resized. It
gives the user practically unlimited possibilities to compose his own interface, tailored to his needs
and preferences. The layout of the interface is saved after the program is turned off and it is loaded
automatically after restarting the program. The panel will be a rectangular window, which can be
freely moved and resized, functionally corresponding to one of the NMS VSS program modules.

The NMS VSS program consists of the following functional modules:
1. Video panel from 1 to 6 - "live" image display and video playback

2. Player - selection of the video material to be played

3. PTZ panel - PTZ camera control panel

4. Devices - a list of IP devices installed in the system with a mimic board
5. Logs - a list of logs for IP devices and NMS VSS applications

*Ul 6. Settings - NMS VSS application settings

7. Alarm Recording - recording

Each panel has icons on the top bar. Clicking in the panel area activates it (the bar changes color
depending on the color settings of the active window in Windows).

When a window is active, you can change its size, position, etc.

Devic
<@ Nms Server N3 2012-12-1414:5¢0
----- &5 Stumien 3 @ =
Bar | g Icons

N — B3  2012-12-1414:5¢
----- &5 Parking DEMO [ 3
----- &p Parking 1

The rules of working with panels will be described later in this chapter. The rules shown in the
examples apply to all NMS VSS panels.
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3.2.1. Moving panels

Each of the panels can be moved to any place in the interface, including the second monitor (if
the computer's graphics card supports multi-monitor mode).

To place a panel, left-click on the panel bar. By holding down the button, you can move the
panel to the desired place

®
i

3.2.2. Changing panel’s size

To resize the panel, place the mouse pointer over the panel edge so that it changes into a double
arrow cursor. Depending on whether it will be a horizontal or vertical edge, it will be possible to
change the size of the window horizontally or vertically. With the cursor changed, press the left mouse
button and, holding it down, change the size of the panel. By placing the cursor in the corner of a
window, you can proportionally resize the window both vertically and horizontally.
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3.2.3. Docking panels

Each of the panels can be located anywhere in the interface. The position of the panels can be
"chaotic", but as a rule, the user strives to organize and optimally use the screen space. In order to
facilitate the arrangement of the panels, the NMS VSS program has a convenient system of connecting
panels. Thanks to this system, windows connect optimally and precisely, with an accuracy of a single
pixel.

View of the interface with docked panels Interface view - panels undocked

To attach the edge of a panel to another panel, you should "grab" the panel (move it) and,
holding down the mouse button, move it over the area of the panel to which you want to attach it. The
join menu is displayed in front of panel A as icons arranged in the shape of a cross.

B Video 1-1.2x2 = - E
7
v B s ea 5s ee P P FH

ST weey

B ¥ A panelto

d Name

-E3 NVR-4408P8-H1/F-... 127 I

X o which another is
-G NVIP-SH45012.. i R AL A% [1[2H.265/HE .. attached

& NVIP-5H-45011_F [1[2H.285/HE...

1: 2H-423 1ML

& Novus IP 1
& Strumiert 1

~E3 Strumien 2
&3 2H4231WL @p i p

oA [1:H.265/HEVC (. Panel B- attaChed
L& Sturien3 1
1-E3 NVIP-2HE732ML... % 19; 55 pane
a4 @b AP A/Mz’es:ius...

s p RESq H.265/HEVC (64

5
B 0.151.151.106

Docking menu
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When you move the cursor over one of the cross icons, a window will appear in the form of an
orange area occupying the future position of the attached panel. After releasing the button, the panel
will be attached. Below is an example of attaching the LOGS panel to the bottom edge of the DEVICE
panel.

Docking The final result

=9 Nup-oNz.. B 10.11.11.205 .
(s Stream 13 @ i A H.264 (1280x1024) fps(24) go... 55 NVIP-1DN3. 10.11.11.205
A 2 e &5 Sream 13 » H.264 (1280:1024)fos(16) gop(62), G.711 ALAW B4kbps)
S p-zons.. g AL =2 NVIP2DN3.. g 10.11.11.159
(i Stream 14 @i » H.264 (1320x1080) fps(24) go i Sream 14 @ i » H.264 (1920:1080) fps(23) gop(100). G.711 ALAW(64kbps)
o Stream 14, y) H.264 (640x480) Fps(24) gop - 2 H.264 (64 G711 ALA
B3 da Wojciec... B 10.11.15.2 R
b3 [1:H.265/HEVC (19201080} ps(23) gop(50)] 2]
-G NOMERA @ [LH.265/HEVC (1920¢1080) ... » N
[1:H.264 (1600:1200), G 711 ULAW(E4kbps}] [2H 264 (B40.
i PCamera i [1:H.264 (1600x1200), G.711
1/ {firmwar... 2 Device E 10.11.3.200
&3 Device Nem... 5 10.11,3.200 niel
i NOWUS T [ 21 [112G.711 ALAW(64bps)]
w .
i~ G NOVUS ... D [13] [2:G. 711 ALAW(54kbps)] —_— - :‘ i {21
& MO 1021 e
G NOWS... E [1] [2]
i@ Unas 4. € 11121
1O (firmwar...
B NP Tiors4... B 10.11.23.54
G P_Cam... Aol H.26% (1600x1200) fps(2) gop...
oot Userlogged in No
=1 L
10 root User loged out No
oot Userlogged in No

In a similar way, you can attach panels to the edge of the camera view window. To do this,
display the preview window joining menu by moving the added panel over the camera preview
window area.

It is possible to attach the panel to one of the four outer edges of the program window. To do
this, "move" the panel over the join icon at the given edge.

The functions of each DOCK MENU icon are described below

Attachment to the top
edge of the panel

Attachment to the left

Attachment to the right
edge of the panel

edge of the panel

Attachment to the
bottom edge of the
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3.2.4. Joining panels

Interface panels can be displayed separately, as shown in the previous chapters, or be combined
into a single composite panel consisting of several panels nested in a single window. The selection of
individual elements of such a complex panel is possible thanks to the tabs displayed at the bottom of
the panel.

I Settings

Schedule Users Application

% (%

[1H2 URL 10.113 ream_4

“

1 [ E-E2 NVIP-1DN300TV Bi 1011 General
i@ Stream 14 [ 1
&p |PCamera
& NOVUS IP CAM.. M2

& Stream 13 o H.254 [(E U nas 411PX 652200
H.264 Description
1011
H 264

. Stream 14 2%

- /0 fimware:1.4.1.3...

- (om NOVIUS IP CAM.. &£ mie

General Recording ing Analytics
é: Stream 13
2 |5-E3 nviP-2oNz00v B
3 |C-ED dia Wojciecha fim... =@ 0.1
-fn NOMERA
4 |E-E= Device Name fim T 0.1
&n NOVUS IP CAM 102
-fn NOWLS IP CAM.. nie
--C U nas 4MPX 65... X Bl

e 17O ffirmware:1.4.4.4...

Tabs for selecting
individual panels

To nest a panel inside another panel, "grab" it as described when moving the panels and, holding
down the mouse button, move it over the area of the panel to which you want to "throw" the moved
panel. The JOIN MENU will be displayed on the background of the panel above which the sliding
panel is located in the form of icons arranged in the shape of a cross, as presented in the previous
chapter.

This time, move the cursor over the icon in the center of the cross.

K Panel nesting

in the form of tabs

—
=

HELN|C
/v
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At this point, the moved panel will disappear and will appear as a tab at the bottom of the target
panel.

Nesting - Ist step Nesting - 2nd step

Added panel selection
tab

Target panel A nested panel

Nesting - the end result

B settings - O *

Devices Schedule Users Application
- =

The order of tabs can be changed. It is possible by left-clicking on a given tab and moving it in
the row of tabs while holding the left mouse button.

Similarly, you can separate a given panel from a set of nested panels. With the button pressed,
move the tab outside the current panel.
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3.2.5. Closing panels

Individual panels can be closed. For this purpose, the icon in the upper right corner of each
panel is used. In the case of composite panels, all component panels will be hidden simultaneously.

Hide panel icon

To display a given panel again, it is necessary to select the appropriate icon from the module
panel or enter the program menu. In the VIEW menu, select the required panel to be visible again.
Only one panel can be restored at a time. Thus, in order to "recreate" a closed composite panel, one
must successively restore the component panels and recompose the composite panel.

3.2.6. Panel auto-hiding feature

NMS VSS allows you to display panels in the auto-hide mode. In this way, after clicking on the
'pins' icon, the user has the opportunity to effectively use the screen surface to display camera images,
while maintaining quick access to other panels.

When the auto-hide mode is on, a given panel is displayed only when the mouse cursor is on it.
After leaving the panel area, it is automatically "hidden" beyond the screen area (except right, left, or
bottom) where it was located. On a given edge of the screen, only the tab that allows you to restore
the display of the panel after moving the mouse pointer over it remains displayed. (see picture below)

All panels that are part of a combined (nested) panel are displayed as separate tabs. For this

reason, a situation may arise when it will not be possible to display all tabs on a given edge of the
screen.

. The 'pins' icon (auto-
hide)

Devices

Mame

Description

LXL "L - 97 oapip

The device panel
' shows up after clicking
on the side panel

583188 (]
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4. VIDEO PANEL
4.1. Video panel - information

In the NMS VSS application, there are six video panels in the server / client and client mode or
1 window in the server mode. Each of them can display up to 42 video streams (up to 8 streams in the
NMS VSS Server application). On the other hand, the functionality of the Video 2 panel is extended
to support the displaly and playback of cameras called from logs, maps and events

Switching cameras in divisions
and sequences

Playback buffer

Switching between live and
playback modes

Image Capture Manager

Activate the PTZ mode

Full screen mode

i

Audio listening for playback and
live modes

-
o &b

Change the screen division

Selected camera window

Splitinto 1, 4, 9, 16, 25, 36 cameras on the screen
NMS VSS Server displays up to 8 cameras

T=1 [ 33 44 55 646

Choice of custom divisions

Previous split of the same group of standards (eg when the split "2. 3x3" is displayed,
the button will display the split "1. 3x3").

Next split of the same group of standards (eg when the split "2. 3x3" is displayed,
pressing the button will display the split "3. 3x3").

Enable audio monitoring for live and playback mode.

Launching the image capture manager

Turns on the camera sequential switching mode

Switch between live view and playback modes. The recovery mode depends on the
type of installation (local or remote)

Button enabling / disabling the control of PTZ cameras

The button switches the video window to full screen mode

i
1L IR
i

Playback speed. (times that allow for faster playback)
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To select a camera window, click the left mouse button in the camera window, the window is
surrounded by a green frame. The selected window is related to the PTZ control panel and the devices
window. Double-clicking on the selected window displays the selected camera in the full window
(division into 1).

The speed of refreshing images while connected depends on:
o configuration of video display by NMS VSS application;
° bandwidth between the NMS VSS workstation and IP video devices;

o settings of individual video channels defining the number of frames and quality of transmitted
images (encoding method, GOP, bandwidth, compression ratio);

o the number of simultaneous connections made at a given moment by an IP video device (the
more users are connected at the same time, the lower the refresh rate observed in the NMS VSS
program).

Changing the video division and audio listening is possible using the appropriate buttons on the
top bar of the VIDEO window.

For splits larger than 2x3, streams of splits with reduced parameters will be displayed if
possible. This is to reduce the load on the computing unit of the computer. Their availability depends
on the settings in the CONFIGURATION / DEVICES / Stream mode window. The stream to be
divided is displayed as greyed out on the list of devices (NMS VSS Server, NMS VSS Client /
Server), and the (Preview) information will be displayed next to the camera name in the video
window.

Camera status
icons and
related alarm
events

Icons showing the status of the camera are displayed in the upper right corner of the camera window

and alarm events related to a given camera.
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Video recordings playback mode.

Video recording (scheduled or panic recording)

Motion detection.

The PTZ camera control mode is on.

Active alarm input associated with the selected camera.

Active alarm output associated with the selected camera.

Temperature warning level reached (thermal imaging cameras)

EEDOEEINE

Temperature alarm level reached (thermal imaging cameras)

After right-clicking in the video image field, a context menu with additional settings will be
displayed.

The movement of the camera window within the defined area
Move the camera division. After selecting Move Camera, click
in the window where the camera image is to be moved.

Turn off the camera Disabling video preview from a given camera.

Remove all cameras Removes all cameras from the video window

Full Window / Back to Switch the selected camera to the split mode of 1 and return to the
Split previous split

Show on Video Switch the selected camera to the next free division.

Full screen / Return to

. Switching the Video module to full screen mode
window
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4.2. Screenshot manager

The task of the Screenshot Manager is to capture the image frames that are currently displayed
on the screen.

Screenshot manager n

Check box of the M 1: Stream 13.
selected image

Captured images
preview window

Select the file
format to save

Save path for
captured images

| File format
Re-capture button

Capture

Information about the Save images to file Print selected
currently selected button images button

Thanks to this, it is possible to save captured images as graphic files for archiving, further
processing, etc.

In the File format field, define the type of graphic file in which the captured images will be
saved. The available formats are:

° BMP
° JPEG
° PNG

Information about the currently selected image includes the origin, resolution, and creation date
and filename of the image displayed in the large preview window.

Using the Save button saves the currently selected image in the location defined for saving
captured images.

The Save selected button saves all selected images to the location defined for saving captured
images.new images will be saved. The available formats are:
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Viewing screenshots is done using the "Photo Viewer" tool that can be found in TOOLS /
Photo Viewer.

20131204090441012_Strumief_1.jpeg

20131211110516598_Strumien_1.jpeg

Folder selection .
o Tt o e o BRI g

button with
photos / o e
screenshots T

20140825082703319 Nrrfs. Devices.oen.GenCz  20140829082703428 Nms.Devices.SNL.SniCa 201408250 3.icea 20140825082703731 Nms.Devices.TV.TvCam

Screen shots
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4.3. PTZ mouse control

The PTZ camera can be controlled from the PTZ CONTROL panel or by using the mouse
directly from the VIDEO panel. In both cases, the intention to control must be confirmed by pressing
the button

The control of PTZ cameras (analog, AHD) requires a properly made connection of the RS-485
port (a converter is required). Additionally, it is necessary to properly configure the control
parameters (protocol, camera ID) in the NMS VSS configuration. Activation of the PTZ camera
control mode is signaled by the icon in the upper right corner of the camera image.

The control of PTZ (IP) cameras requires only starting the PTZ window and selecting the PTZ
option in the camera configuration -> advanced tab.

To control PTZ cameras with the mouse, you need to click in the central area of the image and
holding the left mouse button pressed down, move the cursor in the direction you want to move the
camera.

Zooming can be done using the knob on the computer mouse.

Activated

PTZ camera control

Controlling PTZ
cameras with the
mouse - move the
cursor in the
direction of camera
movement

Another possibility is to click on the part of the image that is in the direction of the camera
movement, e.g. to shift to the left, click on the point to the left of the image center. Camera control
from the PTZ panel is described in chapter 9 of this manual

Controlling PTZ
cameras with the
mouse - clicking
on a point in the
direction of the
camera movement
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4.4. Moving cameras (camera layouts)

The NMS VSS software allows any movement of the cameras to adjust the screen layout to the
user's preferences. The camera position is swapped by indicating the camera which is to be moved
and then indicating the target window. The contents of the target window will be changed with the

contents of the selected camera window.

After right-clicking on the
camera image you want to
move, select the Move
camera option from the
context menu.

Then select the target
window by clicking the left
mouse button on the camera
image where the above
selected one is to be moved.

As a result, we change the
position of both cameras.
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4.5. Creating custom screen layouts
NMS VSS software allows you to adjust the number and display of cameras

to the individual preferences of the user. To add your own camera division within the standard
divisions, press one of the division buttons (Bl Il and then Add division, as shown in the
figure below. The division will be added to the drop-down list for a given display standards item.
Then select cameras to be displayed in a given division, give possible names to divisions using the
Rename option (e.g. 1, Floor 2 etc., the division name is displayed in the corresponding video tab),
remove unwanted divisions from the buttons by selecting them and selecting Delete , and after
making all the desired changes, save the whole thing as a .lay file through the File—> Save view
menu.

Logs Settings Video 1-1.3x3

11 22 . a4 56 66 B B s | 4

1: Stream 13. Add division
d division

NMS VSS allows you to save an unlimited number of breakdowns within a given group
of standards. Adding non-standard divisions by means of the [iTJ"] 7] buttons is performed
similarly, but it is possible to use any combination of divisions.

e

ENpEs

T

BT A
M HE

e T A
i
L b g o B
=) ) bl ) el )
o B

The above steps enable further assigning of divisions to given user groups in order to limit the
groups' access to individual camera views.
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5. DEVICES PANEL
5.1. Devices panel - basic information

The DEVICES panel displays a list of all devices (video servers, IP cameras) that are available
for the NMS VSS software. The cameras assigned to them are also displayed in the Device tree next
to the video servers. The individual columns display basic information about both cameras and video
servers.

The Name column displays the names of the servers and the names assigned to the cameras.

The Status column displays information about the status of the video server (connected /
disconnected) and the status of the cameras (recording, recording mode, preview, playback, PTZ
control, motion detection, audio inputs and outputs, alarm inputs and outputs).

In the Description column for video servers, the IP address and port are given, while for
cameras the descriptions entered in the settings are shown.

Name, status, and description of video servers

Devices
Mame Description
= E= jyIP-1DM3. .. ':i 10,11,11,205
(hp Stream 13 » H.264 (1280x1024) fps(25) a... | | [cons that indicate the status of
o Stream 13 Py H. 964 (640x 4803 5r=tT=T 2op the video stream
-2 NVIP-2DNZ... =g 10.11,11,159
é: Stream 14 £ H.264 (1920x1080) fps(24) g...
g Stream 14 5(23) gop A popup with a static image of
=-E2 dla Wojdec... =g the camera in question is
(i NOMERA (640x4s0)] | | availableafter clicking the icon
b IPCamera 430), G.7...
- 10 [firmwar...
El-EF Device Mam. .. Ei 10.11.3.200
- NOVUS I... S [1:] [2:G.711 ALAW(54kbps)]
B NOVUS L... gy Y o [1:G6.711 ALAW(549kbps)] [2:...
- IfO (firmwar. ..
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The status of the IP device and the video stream is signaled with the following icons:

Icon

Description

IP device connected

IP device disconnected

Camera image recording in schedule or panic mode is enabled. The icon
displayed on the client means that registration on the NMS VSS side of the
Server is enabled

Schedule mode enabled, gray icon - recording disabled or panic recording.

£ Live view from the camera is on.
4 Playback of camera recordings enabled.
il PTZ camera control mode enabled.

Motion detection detected.

Audio input active.

Audio output active.

Alarm output active.

Alarm input activation detected.
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Right-click the menu of the selected device or video stream.

] o Ijo
=TT ———— 10.11
Find
..... b leﬁq
b Collapse all
_____ 1o E:-::par'u:l all
9 | BB N Columns 10.11
..... b . -- leﬁq
..... b Show division streams
----- 1o
10 | E-E NVIP-IDN303IHLL.. =@ 10.11

Available commands for NMS VSS Servers, IP devices and video streams:

Collapse eve- Collapse the device list - Only IP devices are displayed
Expand eve- Expansion of the list of all devices - all IP devices and video streams are
rything displayed

Enables and disables the display of the Name, State and Description co-
Columns

lumns.

. Connect to or disconnect from the device (only for IP devices and NMS

Connect / Discon-

VSS Servers).

Starts / stops transmission of the selected video stream (only for video
Enable / Stop streams). After the transmission is stopped, viewing and registration is
View Select the field in the video window where the camera is to be displayed
Delete Command to remove a selected stream from the NMS VSS system (only

Information!

The availability of these commands depends on the configuration of the NMS VSS system, installed
devices and the permissions of the currently logged in user.
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Messages on the device panel inform about the current status of devices and any errors that

occurred in the connection:

| ~EZ NYIP-6DNSOSOV/L... =g 10.11.7.15
ey d H, 264(307...

£ 5P
2 | . =5 bacze... | 192.168.1...

No connection Device connected correctly

Connecting - an attempt to establish network communication with an IP device;
Disconnecting - the process of closing network communication with an IP device;
Authorization failed - wrong password to access the IP device or NMS VSS Server;

Date and time - current time on the connected NMS VSS server (applies only to the NMS VSS
server);

Initialization - an attempt to start a video stream,;
Connection Lost - No network communication with the IP device and computer
with NMS VSS software;

No stream - information means that the stream is not decoded by the NMS VSS application. The
stream may have been intentionally disconnected by the operator (to save resources)

or there was too much load on the video server (e.g. too many unicast clients connected),
network congestion etc;

Incompatible device - error in connection with a device that is not compatible with the NMS
VSS system;

Connection limit exceeded - the connection limit in the live view mode has been reached, which
was set by the system administrator on the NMS VSS Server in the Firewall settings

It is also possible to move devices within the tree, e.g. to increase its transparency. To move a

device:

Select CONFIGURATION / APPLICATION SETTINGS from the main menu;
While in the DEVICES tab press and hold the right ALT key;

Select a device with the left mouse button, drag it and drop it to the desired position in the tree
structure.

The change made in the CONFIGURATION panel is reflected in the list in the DEVICES panel,
located by default on the right side of the program window.
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5.2. Displaying video streams from devices

One way to display a given camera on a selected video window is to select Display from the
right-click context menu in that pane. Select one of the enabled video panels and then the position in
the division where the camera image is to be displayed.

e LEVILE NdiTh.. T IU, 1L D

------ tn NOVUS L. A [1:] [2:G.711 ALAW(53kbps]]
- B B0 [1:6.711 ALAW(GSkbps)] [2:..

10.11. 106,202
..... Alarm activate 264 (1920x1080) fps(24) q.

..... Columns 264 (640x480) fps(20) gop

..... H.264 (1920x1080) fps(24) g.

"1: - - -" means that no camera image is displayed in the first split window.

An alternative display method is the so-called "drag & drop" method. To display the camera
image, select a stream by left-clicking it on the device list. Then, without releasing the button, drag the
mouse pointer to the video window area. Releasing the button will display the stream in the window
pointed by the mouse cursor.

MName Status Description
=-B5 NVIP-1DN3... Zg 10.11.11,205
-G Stream 13 > H.264 (1280x1024) fps(26) g..
...... &y Stream 13 » H.264 (640x480) fps(25) gop.!
B NVIP-2DN3... g 10,11.11,159
(i Stream 14 » H. 264 (1920x 1080) fps(24) g..
BB dia Wojdec... P 10.11.15.2
- (on NOMERA # [1:] [2:H. 265/HEVC (640x450).
..... L o T S — F41.7 P neca feAnaonh m 'rI
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This method allows you to display an image from multiple streams simultaneously. To do this,
select cameras on the device list. Click on the selected one with the left mouse button while holding
down the Ctrl key. The selected cameras will be highlighted with a gray bar. After dragging to the
video window, the streams will be displayed in successive split windows, starting from the one where
you released the mouse button.

Description
[2-E8 NVIP-1DN3... =g 10.11.11.205
H.264 (1280x1024) fps(24) g...

E-E= NVIP-2DN3...
i Stream 14 @

10,11.11.159
H.264 (1920x1080) fps(24) g...

Y% (%%

10.11.15.2
[1:H, 265/HEVC (1920x1080) ...
[1:H. 264 (1600%1200), G.711...

AN

Selected cameras

Devices
Mame Description

=-E= NVIP-10N3. .. E‘i 10.11.11.205
fp Stream 13 @ EE »~ H.264 (1280x1024) fps(24) g...
=-E NyIP-2DN3... =g 10.11,11,159
-G Stream 14 @ EE »~ H.264 (1920x1080) fps{24) g...
E-E= dla Wojdec... =@ 10.11.15.2
- n NOMERA @ .3 [1:H.265/HEVC (1920x1030) ...
-fp PCamera @ ~ [1:H.254 (1600x1200), G.711...
- 10 (firmwar...

Similarly, you can drag the NMS VSS server to display the image from all connected cameras,
and even several selected NMS VSS servers.

Information!

Note that if you drag more streams than the windows in the selected split, some streams will not be
displayed.
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6. VIDEO PLAYBACK PANEL
6.1. Video playback - basic information

To switch to the video recording playback mode, press the Switch all cameras to playback
mode button. It is located at the top of each video wall.

The start of the playback mode is indicated by the corresponding icon in each image of the video
window. Additionally, information about the playback mode is signaled in the DEVICES panel. The
video being played is displayed in the same window as the live image.

Icons showing that streams are in || Button Switch all cameras to | | Icons showing that streams are in
play mode playback mode play mode

= |
2012-12-0608:54

o000 0000

..... éb Recepd »

----- &u Rowery ... @ ’

----- b Rowery ... [ ]

----- & Pulansk... @ gy
o N N T - - v e e o ——— R &n Dy 20x... @ LS Y 4

Warning! Up to 16 cameras can be in playback mode simultaneously.

The number of the maximum possible connections in the recordings playback mode can be
limited by the system administrator by appropriate configuration of the NMS VSS firewall
function settings available in the CONFIGURATION / FIREWALL menu.

Information!

After switching the entire video wall to playback mode, all newly connected video streams will be
automatically started in playback mode.
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6.2 Playback mode for NOVUS DVRs/NVRs

The PLAYER panel allows you to precisely select the time period for playback. To activate it,
click the button.

The times when the image is displayed will be highlighted on the PLAYER panel below the
timeline from a given camera (or group of cameras) was recorded. The colors on the timeline
correspond to the recording modes described in the schedule module. Navigating the recorded
recordings is facilitated by a clock with information about possible alarms, which appears together
with the mouse cursor positioned over the selected camera. Selecting the starting point of the
recordings is made by clicking the left mouse button on the place on the recordings bar from which
we want to start playing the given camera.

During playback, the NMS VSS program automatically skips gaps in the recordings in which
no video was recorded.

Player panel
activation button

Timeline along
with navigation
buttons

Selection of camera
and video
recording time

Calendar with Selecting a Date and time of the Time indicated by the
existing recordings | | fragment for export current recording mouse cursor on the axis

Attention! If the connection limit in playback mode of a given server is reached, the user will
be notified in the video window

Attention! For the recovery mode to work, the Remote Recovery Server must be properly
configured and started on the server to which the client is connected
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Increase buttons and Playback Buttons to move the .

Do . Restores standard Selecting the
reduce the range of navigation timeline to older or newer lavback speed lavback sbeed
displayed recordings buttons recordings play P Py P

[+ dla Wojdecha 10.11.15.2:6036

i - IPCamera [ [ [ [ [ I [ [ [ I [T I

[} Device Name 10.11,3,200:6036

i~ NOVUS IP CAMERA. Il

i~ NOVUS IP CAMERA 2. ]

i NOVUS IP CAMERA 1. ]

Camera recordings
distinguished by the
recording mode

Information about the currently
playing time and recordings

List of cameras that are in
playback mode

Player

2020-11-13 15:21:05.75

Zoomx 1

+

=1~ B NYIP-2DN5001C

Selecting the day from which
the recordings will be played

. Dyna speed dome

B3 |YIP-2DNE0105D

Buttons Go to recordings at
the time entered in the
window

i b 5D 37dach
- NYIP-2DNS001C 30
|- 5D 18 dach
=B NyIP-1DN51185D
L 5D 10 dach

Description of navigation buttons controlling playback of recordings:

Reverse frame by frame playback

Reverse playback at a defined speed

Pause

Play forward at the defined speed

Frame-by-frame forward playback

Skip forward one second

|
=
[

Skips playback one second backward
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6.3 Video export to AVI

"Quick export to AVI" uses the default codec in which the video stream is encoded. Thanks to
this, the export of 20 minutes from one camera takes only a few seconds. In the export window, you
can change the set start and end point via the time and date selection boxes and select multiple video
streams to be exported simultaneously.

In the maximum file size field, define the maximum size of one single AVI file. The range is
from 50 to 2000MB. The export can also be carried out to a CD / DVD or a local disk.

It is also necessary to select a target directory or a CD / DVD disc that has enough free space
for the export of the selected recordings.

After pressing the Start button, exporting the recordings to the selected folder will be started. A
progress bar informs you about the progress of the export.

After the export is completed, there will be folders in the destination folder with the names of
their origin.

Inside each of these folders is a file (or many files) with the extensions AVI and TXT. The
names of these files are the date and time of the beginning of the recordings in them. The text file
contains information about the time of recording consecutive image frames of the video file.

The names and structure of the AVI files exported from the video using Quick Export to AVI
are defined in such a way that the name of each folder contains an exact description of the origin of
the exported material:

DeviceName_ StreamName [IPAddress NumberID

The name of each file (both AVI and TXT) contains the date and time of the beginning of the
recordings:

Year_Month_Day Hour_Minute_Second.avi

The number of files depends on the range of exported recordings and the maximum defined file
size (in the example 200MB).
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6.4. Video export (NMS VSS)

In addition to exporting video recordings to AVI format, it is also possible to export to your
own NMS VSS format. This format allows you to play recordings in the NMS VSS Player program
as well as the ability to "connect" recordings for which the path has been changed, eg in the case of
changing drive letters.

To save a file in the NMS VSS format from a selected camera, proceed similarly to exporting
to AVL. First, start its playback, then right-click in the field with the recordings bar:

. mark the starting point of recordings (with the right mouse button on the graph),
J mark the end of recordings (with the right mouse button on the graph),

. right-click on the selected video stream (not on the IP device) and select Export recordings
from the popup menu.

2011-08

(- NVIPV5104 IP_1 192.168.21,224:5544

- famera 1
b Kamera 2
b Kamera 3
b Kamera 4

100441

After right-clicking on the graph of the selected
camera, select an option from the menu

Export of recordings

Recordings export - After selecting the Recordings export option, a panel will be displayed as
shown in the image below:

Information on the number of

" backup
e , streams selected for export
Camera LR
- B NVIP-VS104_IP_1 Select count: 3 . .

e . S — Select the start%ng point for the

- Kamera 2 O ) 20110831 165616 @~ exported material

- Kamers 3 0 Te: 20110831 171926 [~ ||

- Kamera 4 = Export length: 0 days 00:23:10 Selectlng the end pOIHt of the

-3 NMS Server exported material

- gtream_1 ]
- e : Selected range to export

- stream_3 O] [MB] g p

e - Recording method

- gtream_7 Destination folder: Eile lnst

- gtream_9 DesktopiExport to AV Target dlrectory

- gtream_11 £

- gtream_13 | i

. siream_14_PTZ 0 Selection of local and remote

- gtream_17 a streams for export

- gtream_19 (]

- stream_21 a File creation status

- gtream_23 =

o ctraze 24 DT =
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Quick export to AVI - After selecting the option Quick export to AVI, the video export to AVI
panel will be displayed as shown below:

Information on the number of
streams selected for export

Select the starting point for the
exported material

B Avi backup

El--- NVIP-1DN3001V (10.11.11.2... :
9 Stream 13 Selectcount: 4 Selecting the end point of the
o b Stream 13. .

e nvpaoaoovao i || || [ 20201103 101543 [ exported material
b Sream 14 To 2020-1103 125118 [~ Sel d
— elected range to export
""" & Stream 14, Sxport length 0 days 02:35:35 g p

=B dla Wojciecha (10.11.15. . . .
..... é: Nc:r]:m:{ ’ O Video Audic @ Only video @ Only audio Choice of video or audio
..... o NOMERA. W = ensacton stream.  Export of POS
""" G IPCamera transactions to a text file.
----- &y IPCamera ] Max size of file:  EI0JES [MB]

7% Devioe Name (10.113.200) || | - The maximum size of a single
----- 5 NOVUS IP CAMERA ] file hist £l
----- 9 NOVUS IP CAMERA. m Export AVlfile
----- 5 NOVUS IP CAMERA 2 iy TTE ] X
..... &, NOVUS IP CAMERA 2. ] Target dlreCtOI'y

=B NVIP-2DN2101V/IR-1P (10.1... | .
& Sream 22 B Sta Sop W Quesing AVI file creation status
L é;; Stream 22

EE8 VP TS0 ICMRX20 (10 ||| Selection of local and remote
-G IP_Camera 1 = ot streams for export
-t IP_Camera 1.

Export to AVI, PAK file of many channels with the player program to one file, an additional option
is the possibility of delaying the start of video export.

The screenshot option has been enhanced with the possibility of direct printing.
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The saving method allows you to choose from Folder or .PAK. The Folder option causes each
exported stream to be in a separate directory. The .PAK option means that the exported recordings
will be contained in one file. It is also necessary to select the target directory in which there is
enough free space to export the selected recordings.

After pressing the Start button, exporting the recordings to the selected folder will be started. A
progress bar informs you of the progress of the export.

After the export is complete, the destination folder will have folders with the names of their
origin or one export file (.PAK).

The names of the folders exported from the video material using Export recordings are defined
in such a way that they contain a detailed description of the origin of the exported material:

DeviceName_StreamName_IPAddress_NumberID
Each file name (.PAK) contains the date and time of the export:
NMS VSSexport Year Month_Day Hour Minute Second.PAK

6.5. NMS VSS Player description

NMS VSS Player is an application that allows you to play exported video recordings. It is
installed together with the NMS VSS application, it is built of its modules, but it works
independently of it. To start it, select from the start menu Novus \ NMS VSS \ NMS VSS Player. The
program window is presented below.

Program Devices and
cameras panel

modules icons Video panel

"Clear"

"Open File"

"Open Folder"

Player panel
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After starting the program, open the file or folder with video recordings. Press

- to select a folder with recordings

| 3 - to select a record file

Then indicate the location of the folder / file and confirm with the OK button. By pressing the above
buttons again, you can add more folders or files.

Warning! The program prevents you from selecting the same folder / file twice.

The video window automatically adjusts the split to the number of streams added. After right-
clicking on the video image field, the context menu in the NMS VSS application will be displayed.

Move camera
Turn off camera

Remaove all cameras

Fullwindow

Fullscreen

The movement of the camera window within the defined area
Move the camera division. After selecting Move Camera, click in the window where
the camera image is to be moved.

Turn off the camera Disabling video preview from a given camera.

Remove all cameras Removes all cameras from the video window

Full Window / Back to Split | Switch the selected camera to the split mode of 1 and return to the

Full screen / Return to Switching the Video module to full screen mode(keeping the
window division) or return to the window.
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7. LOGS PANEL
7.1. Logs panel - basic information
Alarm events generated by IP video devices as well as related events

with the NMS VSS application are stored in the database and can be viewed using the LOGS panel.
To run it, select LOGI from the VIEW menu. The logs are divided into four categories: Application
logs, Device logs, Start screen log, End screen log. The log database configuration menu is displayed
after selecting the Filters button. The log database can also be exported to a text file - CSV format
(Save As ...).

The appearance of the logs panel is presented below:

TR 11/ 3/2020 00:00 5
To: 11f 3/2020 23159 %

Application logs D

Priority Ar Use Confirmed by

11/3/2020 1:02:49
PM

User logged in User logged in

11/3/2020
11:54:55 AM
11/3/2020
11:54:46 AM

User loged out User logged off

User logged in User logged in

The navigation buttons at the bottom of the panel allow you to navigate through the pages of
the event log. One page is a list of alarm events with the number of lines defined in the Configuration
panel. The transition to the selected log page takes place after selecting its number and confirming
with the Go button.

Logs collected in the database can be filtered according to time (From ... To ... Find) and a
selected criterion after clicking the Filters button.

Warning! It is possible to access the server logs from the NMS VSS client application. It is then
required to grant appropriate permissions on the server for the client's account.
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The FILTERS panel consists of three tabs:

° General Filters - Allow you to select one or more IP devices, streams or users;

Filters >

General filiers Application filters Device filters

=B NVIP-1DN3001V
&y Stream 13
E-EZ NVIP-2DN3000V
G Stream 14
E-E2 dla Wojciecha

E|-- Administratorzy (1)
Ll gy oot

=-EZ Device Name
g NOVUS IP CAMERA
&: NOVUS IP CAMERA 2

=-E NVIP-2DN2101V/IR-1P

E-ED NVIP-Txx5401C/MPX2.0
b IP_Camera 1

-2 NVIP-2DN5020SD/1RH-2
Gy Stream 27

) e e e e e o ]

W Selectall I Selectall

Cancel

. Application filters - allow you to select events related to the NMS VSS application;

Hilters Pas

General filters

Enable

Name
Application tum on
Application tum off
User logged in

User logged off
Logging emor

Client connected

Hard digk waming
Panic

Configuration changed
Event scenario config
Event scenario state

gjd

File saving emor
FTP emor

E-mail emor

Low HDD free space
Server status changed.
Server configuration changed.

Firewall

Backup configuration

User is sleeping

User is not sleeping
User clicked bad button.

HEE|OODoDoooOooooEoEEE

W Selectall

Cancel
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J Device filters - in this tab, you can select events that are directly related to IP devices
connected to the system.

Filters

neral filters

Motion detection

Application filters

Communicate detection

Input state change

Qutput state change

Themal

Connection state

Network connection lost

Stream status

Downloading stream

Loss of stream

Playback

Recording status

Create & send AVI

Avi export broken

Device configuration changed

Records configuration

Recordings data base emor

HOOQoogooooREnoOm|E

Attached to an existing records
[~ Partition state
Alam
Fault
Bypass
[

7.2. Playing playback video connected with alarm action

After double-clicking on an event (which is related to
detection, activation of the alarm input), the related image
window. Remember to launch the VIDEO 2 panel first

the recorded video material:

motion

will be displayed in the VIDEO 2

Sredni Ctal root Detekcja ruchu Nie WVIP-TC5400C 1 Kamera 1 192.16820.1 |
Sredni Cimal root Detekeja ruchu Nie NVIP-VS101LITE 1 Kamera 1 121200 | &
Sredni R root Detekcja ruchu Nie WVIP-TCS400C 1 Kamera 1 192.168.20.1 |
5 2010.05-18 Pobierarie

Sredri o root eeran Nie NVE 1chn Lte 1 Kamera 1 0.000

Srechi i root Znnan ie NVE Lchn Lite 2 Kamera 2 0.0.0.0

Sredi B e T e [RE— 1 i [
: 2010-05-18 Pobieranic

Sredni 0o root L Ebiecarien Nie NVE tchnLte 1 Kamera 1 0.00.0

Sredni 20010 root ey HNie NVE 1chn Lte 2 Kamera 2 0.000

Sredni sy root Detekcfa ruchu e NVIP-TC5400C 1 Kamera 1 192168200 |
Sredni Cnst root Detekcfa ruchu e NVIP-VS1D1LITE 1 Karers 1 121200 |F
Sredni oI root Detekeja ruchu Nie 192.168.20.0 |
z 2010-05-15

Sredni e root Detekcp ruchu Nie 192.168.20.1 | &
. 2010-05-18

Sredni e root Detekcja v@ 3 192.168.20.1 | &
Sredni G root Detekeja ruchu Nie 192,168,201 | &
Sredni Gl root Detekeja ruchu Nie 192,168,201 |
Sredn En oot Detelca ruchu M 12160201 | &
Sredni 201000 18 voot Detekeja ruchu Nie 192168201 | &
Sredni i) root Detekcja ruchu Nie 192.168.20.0 |
Sredni b root Detekeja ruchu Nie NVIP-VS10JLITE 1 Kamera 1 10121200 | &
Sredni Cm root Detekeja ruchu Nie Nvlprtcﬂmnc 1 Kamera 1 192.168.201 |
Sredni 20100010 root Detekeja ruchu Nie pr-rlésmnc 1 Kamera 1 192.16820.0 |
Sredni 20100518 root Detekeja ruchu Nie 1 Kamera 1 w2200 | &
Sredni Gty root Detekeja ruchu e 1 Kamera 1 192168201 | &
Sredni o root Detekeja ruchu Nie 1 Kamera 1 192,168,201 | &

View the video associated with the selected alarm event
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In order to stop, undo, or change the currently playing material, use the PLAYER panel. The
control buttons let you pause and play the video forward or backward in normal or frame by frame
mode.

After right-clicking on the selected line of the event list, the following options appear:

Description Confirmet Confirme:
User logged in Mo
Lizer loged out Mo

Liser logged in Lo

Mark as read

Mark all as read

Changes the log status to 'confirmed', adds the date of

Mark as read . . . .
confirmation, confirming user and a possible confirmation

Mark all as read Confirmation for all remaining unconfirmed logs

Launches the video window with the selected video material

Play selected log (useful especially when viewing alarm events)

Live view from camera Starts live view for the channel associated with the logo
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8. CURRENT EVENT LOG PANEL
8.1. Current event log - basic information

Alarm events generated by devices connected to the NMS VSS software, as well as events
related to the NMS VSS application itself, are visible on the CURRENT EVENTS LOG panel. To
run it, select the CURRENT EVENT LOG option from the VIEW menu. This panel, unlike the
LOGS panel (database of all logs), displays the last several dozen events. The user can decide
himself about the type and number of displayed events. To simplify the operation of the panel,
different types of events have been distinguished by the color of the backlight.

The appearance of the panel is shown below:

NOMERA

Warning!
Initial configuration of the event filter for the CURRENT EVENT LOG panel is required
because by default not all types of events are displayed.

8.2. Current event log filter

Within the devices available for a given group of users, the administrator can set a filter that
will display on the CURRENT EVENT LOG panel only selected types of events coming from
devices indicated by the administrator.

Warning! Configuration of the Current event log filter is assigned to a user group.
In order to change the display filter, select the menu:

. CONFIGURATION / APPLICATION SETTINGS / USERS;

. select a group of users;

. press the Set Filter button
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The current event log filter consists of three tabs:
. general filters allow you to select one or more IP devices, streams;
. application filters allow you to select events related to the NMS VSS application;

. Device filters allow you to select events that are directly related with IP devices connected to
the system.

The appearance and configuration of these filters is the same as the previously described log filter.
Additionally, the following buttons are available in the application filter and device filter tab:

. Import Imports settings from a file with the extension .FLT;

. Export Exports settings to a file with a .FLT extension;

. Copy to all Copies selected options to all user groups.

8.3. Current event log configuration

The CURRENT EVENTS LOG panel presented in the previous chapter can be adapted to the
user's needs. Apart from the possibility of defining the types of events and indicating the devices
about the status of which the operator will be notified, it is also possible to configure the appearance
and behavior of the panel itself. The settings are available in the CONFIGURATION /
APPLICATION SETTINGS / APPLICATION / Current events log window.

The user may:

. unlock the column layout and rearrange them;

o enable / disable display of selected columns;

J define the number of events displayed on the Current events log panel;

o define the program's reaction to a double-click on the event.
Current log configuration

Lock columns layout

Count of displayed events:

Channel name

User @ Playback
Log
Pricrity Start playback before event:

. 5 == =
Recording

Confirmed
Confirmed by
Confirm date

Confirm note
Type
I Confirm button
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9. PTZ PANEL
9.1. PTZ panel - information
The PTZ CONTROL panel is an alternative to mouse control.

Activation of the control of speed dome cameras, and thus the PTZ panel, requires a correctly
connected camera and recorder and the configuration of the RS-485 port (transmission speed).

Arrows (4» VY A) control camera movement

Speed Camera movement speed (see note below)
Zoom -/ + zoom control
Focus -/ + controls focus
Iris -/ + iris control
Preset calling a preset
Pattern calling the selected observation route
Tour calling the selected patrol
Autoscan calls up the selected route automatic scan
On, Off buttons for deactivating special functions

(see manual for a given PTZ camera) - B
Home calling the parking function
Autofocus turning on the auto mode. focus control Focuss FRES =
0-9 selection of the function number: preset, tour, etc. e e s
del Clears the function number selection field
Menu entering the camera menu FEs e
Control programming of routes, patrols, etc. in the cam. our R

analog.
Esc go back to submenu, exit camera menu ° o
Preset SET programming the selected preset Come ——
Mode switching between modes (for Novus-Cl)

Additionally, the control of speed dome cameras can be performed
via the computer keyboard.

Warning! Setting the "speed'" parameter does not provide the
same functionality for all Novus PTZ cameras. In case of problems,
eg with moving around the OSD menu of a given camera, the
"speed" parameter should be increased / decreased accordingly.

Menu

Presetset

Control

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

65



NOVUS MANAGEMENT SYSTEM VSS - User’s manual

PTZ CONTROL PANEL

9.2 ,,Fisheye” camera control

The NMS VSS software allows you to control a specific camera with a lens with a very wide
viewing angle, the so-called Fisheye (from ang. Fisheye). Although the lens is stationary, the
camera's features make it possible to control it in a manner similar to PTZ cameras.

After activating PTZ, navigation can be performed by:
- PTZ control panel,
— computer keyboard (arrows and keys Page Up, Page Down);

— computer mouse by clicking on the part of the image that is in the direction of the desired
scene, e.g. to move to the left, click on the point to the left of the center of the image. The
mouse wheel allows you to adjust the zoom.

The camera displays the image in two modes. With the zoom turned off (the widest angle of
the lens) in the center position, the image is presented in a "circular" mode (the image is a circle in
the frame).

1: Strumien 3

Device name: NVIP-5DN2021D/R-2P (10.11.14.241:80)
Resolution: 2592x1944

Time: 2013-02-22 10:37:13

Fps: 12

Show FPS: 47
J Decoding FPS: 12
Bandwidth: 3,9 [Mbps] i\ | . Nms CPU: 42,7 %
Video decoder: Novus AV Decoder Total CPU: 45,0 %
Video codec: H.264 System time: 10:37:13 .4

Audio codec: G.711 ULAW System date: 201
Buffer: 100,0% Status: Live - PTZ

Virtual zoom or movement results in switching on the "Digital PTZ" and switching to the full-
frame mode (the image covers the entire surface of the frame).
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In both cases the image has the distortions typical of "fisheye" lenses.

Image analysis is performed on a computer remotely connected to the camera. In digital PTZ
mode, the amount of computation needed to properly display the image may cause a drop in overall
operating system performance, depending on the computer's hardware configuration.
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10. CONFIGURATION PANEL

The configuration panel is divided into tabs and subpages that allow full configuration of the
NMS VSS application.

10.1. Devices tab - information

The functionality of the DEVICES tab is similar to the DEVICES panel available from the
main program menu. Additionally, there are options for adding, removing and searching devices as
well as their configuration. In the NMS VSS application, it is possible to simultaneously work with
local IP cameras and an NMS VSS Server connected to the system as another IP device.

10.1.1. Adding video servers to Devices list

Adding a video server or IP camera to the list of devices is possible using the IP device finder
or manually, it requires knowing the IP address and the type of the device. The start-up and initial
configuration of the IP device is described in the user manual of this device. The easiest way to add
new devices to the system is to search for them on the network using the built-in compatible IP
device search engine.

IP device search button

Removing IP devices from
the system
2 E’ NVIP-VS102
'b e Adding IP devices to the
'& Kamera 2 system

After searching for IP devices, select them, check the Connect after adding option and use the Add
selected button.

| Device search

- Channels Firmware
Device type tn:n;_.z';l”" Add selected

| AddressIP ¥ MName

152.168.21.210

NVIP-VS101LITE.

NVIP-VST01LITE

FW V15641

1592.168.21.204

Camera RD - North

NVIP-TDN4401V/IR/MPX2.0

V1.0.18_NVC

Select all

152.168.21.203

Camera RD - East

NVIP-TDN4401V/IR/MPX2.0

V1.0.18_NVC

152.168.21.202

R&D room

NVIP-TDN4401W/IR/MPX2.0

W1.0.28_NV

Deselect all

192.168.21.201

R&D drzwi

NVIP-TDN4401V/IR/MPX2.0

W1.0.28_NV

132.168.192.37

NVIP-VS102.

Refresh

152.168.1.80

IP_Camera

NVIP-ToocB401C/MPX2.0

W1.0.20_NV

152.168.1.210

IREK KAMERA

NVIP-Toac3401C/MPX2.0

V1.0.16_NV

NVIP-T... 5%

152.168.1.206

NVIP-TDN3400H/IR-3

NVIP-TDN3400H/1R-2

V32.57.2_NV

152.168.1.205

IP_Camera

NVIP-TDN3401H/IR/MPX2.0

W1.0.28_NV

152.168.1.202

DACH bw

NVIP-Taoc3401C/MPX2.0

W1.0.28_NV

Connect on adding

152.168.1.201

DACH

NVIP-ToocB401C/MPX2.0

Lan T BT BT BT T B S B R B )

W1.0.28_NV

152.168.1.187

NVIP-2C2011D

NVIP-2C2011D

nv20110812N5A

count:

192.168.1.186

NVIP-2DN5001C

NVIP-2DN5001C

nv20110823NSA

Total channels:

10.11.23.8

|P Camera

NVIP-TDN3400H/IR-3

V3256 NV
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There is also a manual method for adding devices to the system. In order to add a video server
to the device list, use the button in the devices menu marked with the icon. B A window will be
launched in which you must enter the appropriate IP address, port and, additionally, the device type,

if it cannot be identified automatically.
The manual mode allows you to add a
Add device [~ device when it is not possible to

e mee emes identify it in the network, e.g. when it
I - | has not been started yet

Run all channels

VAL IP address or device name

0.0.0.0

10.11.106.202

The IP device has been added
to the Device list and
connection is taking place

After the devices have been successfully added, they will start
to appear on the device list one by one.

When adding devices via the RTSP protocol, remember that to support more than one stream via
RTSP it is required to purchase an appropriate license and a USB key.

Regardless of the method used, the added device will be displayed with only one stream. The user
can choose between the stream modes by clicking on the General tab of the device. In the Stream
mode field it is possible to switch the streaming into one with three modes. The first mode is the
default mode, the second mode The stream to be divided (up to 720x576 and 512kbps) allows to
automatically switch to the second stream (with reduced parameters) in the case when a large
number of images will be displayed on the video screen at once (in order to maintain the computer's
computing abilities). In this mode, the second stream should have parameters worse than the main
stream. The third mode, ie Main stream + Second stream allows you to send two streams with
independent parameters from the device at once.

B NVIP-1DN3001V
-Gy Stream 13

T NYIP-2DN3000V
i~ Stream 14

B3 dla Wojciecha (frm..
(5 NOMERA

- NOVUS IP CAM...
{5 NOVUS IP CAM...
-G NOVUS IP CAM...
-G NOVUS IP CAM...
t-G3 Unas 4PX 65.

1/0 (frmmare: 1.4...

T3 NVIP-Txx5401CM....
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10.1.2. Adding and removing NMS VSS Server devices

Adding the NMS VSS server in the client application should be done manually by entering the
server's IP address and the necessary ports. In order to add NMS VSS Server to the list of devices,
use the button in the device configuration menu marked with the icon n A window will open in
which you must manually select the Device type - NMS VSS Server and enter the appropriate IP
address. You should also enter the appropriate username and password that were previously defined
in the application acting as the NMS VSS Server.

Add device n

Parameters

Select the manual mode and select the
NMS VSS Server device type

Run all channels Enter the username and password to
URL connect to the NMS VSS Server

0.0.00

Enter the IP address of the NMS VSS
server

After adding the NMS VSS Server it will be added to the list of devices along with the list of
streams it serves.

List of servers and stream that
are served

Server parameters (name, [P
address, ports, credentials)

Warning! In the case of incompatible versions of the server and client software, the program
may not work properly, which the user will be informed about. For the correct
operation of the system, compatibility of the server and client software versions is
required.

In order to remove the NMS VSS server from the device list, proceed in the same way as when
removing an [P device. It is enough to select the selected devices and press the button on the devices
panel with the icon - . The Inputs / Outputs tab allows you to add inputs / outputs of devices
connected to the Server in the same way as in the case of streams.
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10.1.3. NMS VSS server - streams management

NMS VSS Server allows you to select streams that will be available on the client application.
Of the video streams provided by the NMS VSS Server. In the "Server Configuration" tab, we can
define which streams are to be made available to Client Stations.

i-Cn Stream 13 I Stream 13 I [m] I [
- Stream 13 | 1 | | |
T3 NvIP-2DN3000V

i-C Stream 14 I Stream 14 I [m] I [
e | | | |
T dla Wojdecha

(32 NOMERA NOMERA [m]

i NOMERA OMERA

i~ IPCamera IPCamera [m]

L& Peomera T

-E3 Device Name

i~ NOWS [P C.... NOVLS TP CAMERA [m]

i~ NOVUS P C OVUS IP CAMER

i~ NOVUS [P C... NOVUS IP CAMERA 2 [m]

i NOVUS TP C OVUS TP CAMERA 2

B NVIP-2DN2101Y...

i~ Stream 22 I Stream 22 I (W] I [
i Stream 22 stream_13 ‘ Stream 22, ‘ ‘ |
~EZ3 NVIP-Thox5401C. .

& IP_Camera 1 [ 1P_Camera 1 I [m] I |

Information!

The list of available streams depends on the list of streams sent by the NMS VSS Server and the
permissions to access the NMS VSS Server streams that the logged in user has.
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10.1.4. Devices tab - General subpage

This subpage allows you to define the basic operating parameters of IP devices and streams
installed in the NMS VSS.

Wideo 1 Configuration

Devices Ilsers application

Descripkion General achedule ad
(=) B2 BYIP-TyxS401CHM, . YR M General MY
L e stream 1 MPEGH{125... (TR TP T 540 1 CMPXZ.0

H IIO JesCrpEiD
B2 YIR-TON4401Y(L. . 94.42.84.75
'b Stream 2 Initializing...

e i) ﬂ Enable

Stream mode )
o Main stream
@ Main stream + split screen skream

@ Main stream + secondary stream

Connection

Pork W

Canneckis

Lser

Password

Depending on the selected type of IP device or video stream, the following options are
distinguished:

a) for the NMS VSS Server device:

. General - configuration of the name and description of the device as well as the connection
status and the possibility of changing it from the context menu;

. Connection - settings of the IP address, network ports and connection type;

. User - a field that allows you to enter the username and password necessary to log into the
NMS VSS Server;

. NMS VSS port - port number for NMS VSS connection;

. Stream list update - a function that allows you to manage the stream list.
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b)

for IP device:

General - configuration of the name and description of the device as well as the connection status
and the possibility of changing it from the context menu;

Stream Type;
Connection - settings of address, network ports and connection type;

User - Additionally, you can also enter a username and password for devices that require
authorization;

for video streams:

General - configuring the name and description of the device as well as the connection status
and the possibility of changing it from the context menu;

All changes should be confirmed with the Save button at the bottom of the panel.

10.1.5. Devices tab - Schedule subpage

In the internal panel for setting the stream called schedule, we can independently set the

recording modes for the camera available in the NMS VSS system. The default mode is the
continuous recording mode, this option does not apply to work in the Client mode.

5 registration modes have been implemented in the NMS VSS *:

|:|C0ntinu0us recording with constant recording speed;

|:|M0ti0n detection registration only when detecting changes in the image content (requires
setting detection zones in the video server);

IAlarm input logging only when the alarm input is active;

L/IDRor WA recording only when changes in the image are detected (motion detection) or

the alarm input is activated;

Empty no registration;

Continuous post-event recording of base frames and full continuous recording after an event.

There is also PANIC recording in the system, but it is not included

in the schedule due to the high priority of this recording.

After selecting a video stream (not an IP device), the schedule assigned to that stream will be

displayed.

To define the appropriate recording method, select the recording mode, and then, using the

mouse, select the area on the schedule corresponding to the required recording time.

The fields reflecting the recording modes, filled in half with white (|:|) mean that only full

image frames are recorded.

*_Mode of registration applies only to servers, this description does not apply to the Client unit.
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Selection of the recording
mode for the week

Defining the registration
mode for special days

Select a schedule
to configure

Weekly schedule

1 grudzien 2012 4

Pn Wt S Cz Pt So M
2627 28 2930 1 2
34 56 7 8 9
10 11 12 13 14 15 16
[17)18 19 20 21 22 23
24 25 26 27,28 29 30
311 2 34 5 6
[ Dzig& 2§12-12-17

Table of defined
special days

Defining special
days

The schedule is divided into days of the week (horizontally) and hours (vertically). Hours

are additionally divided into 4 parts, which allows you to set the recording time with an accuracy of
15 minutes. You can select entire columns (by clicking on the gray rectangles respectively hours /
quarters, entire lines (by clicking on the acronyms of the days of the week respectively) or the entire

week 24/7 by clicking on the black rectangle in the upper left corner of the diagram.

In addition to the general schedule, we have the option of indicating special days for which we
define an individual registration mode. Such days can be set independently in a given calendar year
or defined as annually repeated. The changes made should be confirmed with the Save button at the

bottom of the panel.

Once configured, the schedule can be saved to a file and reused when configuring another
camera or another NMS VSS system. By using the Import to all button, it is possible to load the

schedule saved on the disk for all available cameras.
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Editing of saved schedules is available in the general tab:

-1.22  [Settings
Schedulel| Users  Ap

Ordinary days

Alarm input

full frames 2 Alarm input

full frames ® 4 Aaminput o]

Minimum perio ting base frames
“ November 2020
Sun Mon Tue Wed Thu Fri
235 % 27 28 29 30
4 5 &

11z 3]
18 19 20
25 26 27
12 3 4 5
[ Today: 11/13/2020

M Repeat annually

Add

Import

However, in the Schedule tab in the devices section, we can choose the already created
schedule:

chedule

Users  Application

General [WScordingll  Recording Analytics

Schedule -

2 B3 NvIP-2DNI000V TR
i s Stream 14 o
LB stream 14,
3 &4 dla Wojdiecha (frm... =@
£ NOMERA
&5 Pamera
- 10 (Frmmare: 1.4....
4 &4 Device Name (firm... =@
5 NOVUS TP CAM. . [ [
-y NOVUIS TP CAM. .
-f NOVUS IP CAM. ..
£ NOVUS IP CAM. ..
£ Unas 4WPX 65...

ALY

“»

b=

b=

1O (firmware:1.4....

5 | E-E3 NVIPTocH01C/M... @
£ IP_Camera 1 A
& 1P _Camera 1. L H.26% (6

b 10

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

75



NOVUS MANAGEMENT SYSTEM VSS - User’s manual

CONFIGURATION PANEL

10.1.6. Devices tab - Advanced subpage

In the case of an IP device, this subpage allows you to go to the device configuration mode
through the website implemented in the device.

Configuration Video 4 -1

Devices Users Application

Description General Schedule Advanced
192.168.1..
: i H.264{128. Open configuration
: Euulﬂj
E| Nms Server 2012-12-1713:32:50 192,168.1.¢

.

In case of selecting a video stream in the list of devices, the subpage allows you to configure
additional functions related to this stream:

PTZ mode settings

General Schedule | Advanced (applies to video SCI'VCI'S)
PTZ

Enabled

D

Protocol recording mode setting

Keyboardspeed .
r ¢ (scheduled or disabled)

Stream conhguration

Recording
mode

Schedule

Setting stream parameters (including resolution,
frame rate, compression)Changes are made in the
camera and apply to selected camera models.

Resolution 1280x1024 MPEG4 ~

FPS

(]

el -

[¥=)

(=]

bld K14 [E] [l [l

Compression type

Compressionvalue

Bitrate limit

e
(=}
R L3

IPEG Quality

Download settings from the camera

All changes should be confirmed with the Save button at the bottom of the panel.
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10.2. Users tab - information

In the USERS tab, we can define users and user groups of the NMS VSS program and grant

them access rights.

NMS VSS user group
their access rights.

User's account

Current event log filter settings

Maximum speed of
exporting to AVI

General

Name

Type Priority

&3 NVIP-DN3001Y
i Stream 13

iy Stream 13

&
&

(<< N}

- EZ NVIP-2DN3000)

g Stream 14
HEl 1 -

S]]
(s} 1]

M=

The type of user
account selected

(=
|

E&|m

&
K]

&

| I -8B Devics Nam

Setting the access
priority when the
maximum number of
connections to the

[CAMERA

K=
E{m

=

i}

&
i}

i}

&
i}

i}

configuration

&
i}

i}

server has been reached.
(0— highest

1IC/MPR2.0
1

(=
|

EELD ] | o | W

10| (O00|000o0o0oo ([Oogoo) (oo (oo
&
i}

Ty

10 - lowest)
(see point firewall)

Loading an independent
panel layout for groups

¥4 Qutout chanae

h confirmation

] Administratorzy (2)
(] Group1 (0)

Selection of camera access
for the selected group

Settings

privacy masks

Availability

digital zoom

Choosing permissions
for the selected group

After installing the program, an administrative account is automatically created - user: root,
password: pass, placed in the Administratorzy group. New groups and users can be created
using the context menu available under the right mouse button.

Note!

Access rights apply to local and remote users. It is important to ensure that the

appropriate settings are made in both the NMS VSS Server and NMS VSS Client
applications. When connecting to the server, the client user has dual access rights,
depending on: the permission group in the NMS VSS Client application, the group
defined in the NMS VSS Server, under which they log in to the server. In this case,
the restrictions will be cumulative.
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Warning! Only the Admin type user groups have access to the CONFIGURATION menu.

Context menu options:

In order to create a group of users with limited privileges, follow the procedure presented:

File / Reload Reloading the file with users

Add a new group Adding a new user group to the system
Add a new user Adding a new user

Delete User Removing the selected user

Delete group Removing a selected group of users

o add a new group and define its type as "User" and give it an appropriate name;

o add new users to the group, set their names and passwords;

File

Create a Group

—
E\vm (iuest (1)
Py 2z

. select the created group and define access to cameras and program functions that are to be
available for the selected user group;

. optionally, using the Appearance function, you can define an independent panel layout for each
user group. Working with windows and their layout is described in chapter 3.

In the same way, you can create new user groups and grant them independent rights.

You can also delete a selected user or user group from the context menu available with the
right mouse button.

You can move the user between groups using the pick and drop method.
=-g@ Root
= &8 Administrator (1)
: @& root
=& Userl (1)
an @

= Guest (1)
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Selecting an entry for a user in a given group allows you to assign an individual login /
password, JPEG photo and personal data. A separate field is the cell phone number, cooperating with
the SMS modem, the description of which is provided in chapter 10.3. The date of registration and
last login is also displayed. not delete the selected user or user group.You can move the user between
groups using the pick and drop method.

Configuration | 3
Users

@ Root
—-{i Administratorzy (1) Name [l
¥ oot

H i
78 Groupl (0)

Password

Department

First name

Last name

E-mail address
Change Delete

Phone number ;

Description
sreet. |

oo [
e
ity

Country

Registrationdate 0001-01-01 0

Lastlogged 20

The password change screen requires entering the current password, and the new password twice. It
also displays information about the compliance and strength of the password.

Current password:

Confirm password:

Very Good

All changes in the Users tab must be confirmed with the Save button at the bottom of the screen.

It is possible to enable the double login function. To do this, select CONFIGURATION /
APPLICATION SETTINGS from the main menu. There is a Login with confirmation submenu in the
APPLICATION tab. If this function is selected, logging into the administrator account will require
entering two user names with administrator rights and two passwords assigned to them.
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10.2.1. Domain users - Active Directory authentication

The NMS VSS application enables cooperation with the Active Directory service. It allows
you to integrate domain users with logging into the NMS VSS application.

To add users from the domain, select the desired user group, and then from the menu select the

option Add Active directory users.

Configuration Recorder

Application

=@ Root General

Em Administratarze (1% TP

...... £ =1 9

Add Mew User
Add active directory users -

Remowve Group

The application will start searching for users. If the system user is located
data in the domain will be completed automatically. Otherwise, enter the Domain address, Login and
Password and then click Get users to restart the search.

The defined domain users will be displayed in the list below. Selecting an item on the list and
then pressing Add users results in assigning the user to a specific group.

Tros Login Fassword

First name Last name

Kubiak
Ada
Krol

lakub
Lukasz
Mariusz

The added domain users have the suffix (Active directory user) on the list. The name and
password are not editable. The content of the personal data fields will be imported from the domain

and automatically completed.
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Application General

=] Root
(-3 Administratorzy (2)
=5 Group1 (3)
- Q jk (Active directory user)
294 |a (Active directory user)
& mk (Active directory user)

Password

Department

First name

Last name

Change

E-mail address |a@wp.pl

Change Delete

GUCHERTTLLE 6735478678 (406 300¢ 300¢ 300¢)

Description

Street

Number

Postal code PRV

City QEEEUE]

Country [ZeElte]

Registrationdate

Lastlogged

When at least one of the users is defined using Active Directory, the login screen will allow
you to select an Authorization Method. Selecting the Active directory authorization parameter results
in logging in as a domain user.

NOVUS

B NoWus

Authentication mode

Active directory authentication Jikd

Turn off Login Turn off Login
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10.2.2. Privacy masks

The NMS VSS software enables the creation of privacy masks. The number of masks is
unlimited. They are defined for a specific group of users.

Selecting the "privacy mask" field in the USERS tab opens a window with a preview of the
selected stream.

Cancel Apply

Selecting a part of the window with the left mouse button creates a rectangle masking the
image. Pressing the right mouse button when the cursor is in the field will delete the mask. Selecting

a window fragment with the right mouse button deletes all privacy masks that are in the selected
field.

Saved privacy masks can be copied to other user groups. At the bottom of the window, there is
a drop-down list with user groups with defined masks for the selected stream. Selecting the
appropriate one and pressing the Copy from selected group button restores the setting of masks from
this group.
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10.3. Application tab - information
The APPLICATION tab contains NMS VSS settings

. Autom. logging in the account of the user who is to be logged in when starting the application;

. Language - option to change the application language. After restarting the software is set to the
newly selected language;

. Panic recording - setting the recording time after pressing the PANIC button;

J Log settings description of available functions:

Database logs are deleted after a certain number of days
Keep logs for ... days (default 30).
Display... on the page One page of the logs contains a specific number of events
Number of entries stored Number of alarm events (10,000 by default).
Save logs with priority It allows you to define the type of saved logs.

o Current events log configuration of the panel appearance, number of entries;

. Sequence time configuration of camera switching times in sequence mode;

o Display settings configuration of codecs, video settings, text colors and frames;

. FTP settings FTP server settings for dumping AVI images and sequences after the event;

o SMTP settings settings for outgoing SMTP mail server to dump images and AVI sequences
after an event;

J Settings for the number of pop-up windows containing snapshots of pop-up images and
messages displayed after events;

J The SMS modem allows you to set the computer COM port number and the transmission speed
for the SMS modem. Additional information on the modem configuration can be found in the
manual corresponding to the device model used.

. Shutdown Allow the system to shutdown the NMS VSS.
. Supervisor This function allows to control whether the operator is awake.

J POS and Analytics At this point, we can define the database directory and enable color
selection on the "playback" bar

J Export Transfer limit from the server.
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. Display settings [General] - description of available functions:

Video buffer

The ability to set the video buffer from Os to 2s, the default value is
100ms

Main frames

Option that enables displaying only the frame (i-Frame)

Keep the proportions

A function that enables or disables proportion behavior.

Frames

Ability to set the maximum number of decoded frames

Ability to set the maximum number of displayed frames

J Display settings [Colors] - description of available functions:

The color of the channel
window frame

After clicking on the colored rectangle next to the numeric value of the
color, we can choose the color of the frame separating individual video

The border color of the
selected channel

After clicking on the colored rectangle next to the numeric color value,
we can choose the color of the selected video stream.

Motion detection areas

After clicking on the colored rectangle next to the numerical value of the

Text OSD text color and transparency selection
Text background Select the color and transparency of the OSD background
. OSD

Main stream information
Additional information about the stream

OSD texts
General information
Camera name
device name

Display Resolution

Time

Position OSD display position, percentage or pixel, with anchor function.
Global font settings. Size, font, shading, size adjustment.

Fonts
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Display Settings [OSD] - There are 3 types of OSD (1, 2, 3). Appearance configurationand the
position of each of them is independent. After selecting a particular OSD, a list of available
parameters will appear in window 7.

Description of available functions:

Video window number, device information, its IP, resolution, frame rate,

1. | Main stream information . .
f local time of the device
2. General information Frame ID, Decoded Frames, Display Frames, CPU, NMS VSS CPU,
Bandwidth (audio, video), codec (audio, video), frame size, frame ID
3. | Additional information ( P ) ( ’ ) ’ ’
frame type, buffer efficiency
4. POS OSD display options for cash register transactions
e X - the value of the distance in the horizontal axis from the given corner
5. Position [%] ) . . . .
Y - the value of the distance in the vertical axis from the given corner
6. Anchor Corner selection option for a given OSD text
7. Global font settings Select the type and size of the OSD font
Adjust the size Scaling the font size to the window size (in percent)
Enable text shading Add a shadow to the OSD text
8. Parameters available | It allows you to choose to display only those parameters that interest you
9. Up / Down Change the display order of selected parameters on the list
General Colours 05D Codecs
Teut fields
1 General information on stream Bandwidth
[ Audio bandwidth
2 Ece]r;eral b [] video bandwidth
3 [¥] Video decoder
[] Audio decoder
Video codec
On [#] Audio codec
Position [%] ["] Frame size
e [] Frame ID
© [pix] [T Frame type
5 = @[] Buffer

6 Left bottom Al Anchor Down

Giobai fontsettings
7 Auto size [hf1000]
[l Enable text shadows

Change font Font: Arial, 20
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11. SERVER PANEL

11.1. Servers - information

The SERVERS panel allows you to configure and manage the operation of video and data

stream servers for other client applications. It can be both an NMS VSS application, a multimedia
player or a website. To open it, select the CONFIGURATION / SERVERS option from the main
menu.

The SERVERS panel allows you to configure:

NMS VSS server - whose task is to send information necessary for the correct operation of the
NMS VSS client application via networks;

Web server - responsible for the functioning of the web applet that allows you to view image
and video from cameras, as well as for sending static preview images from cameras to the
NMS VSS client application;

RTSP server - responsible for sending live video streams. It is used both by the NMS VSS
Server, WWW and other applications;

Remote playback server - responsible for playing back recorded recordings (Playback).

Server configuration

Nms

MMS Server (1 Floor)| B2 NVIP-1DNE11850

Server is running

Port

Number of connecti b Pulawska FTZ F... Putawska PTZ FHD

(e Parking DEMO Parking DEMO
b Parking 1 Parking 1

Stop Restart b S —

s running N -
I Parking 2
2 554 EEETG z ) 9 .

Rtsp

Server is running b [ E—— e ——
Remote playback -G NVIP-2DN6020

Server is running Parking wiazd stream 20 Brdin winrd frarevioa]
Port PLAY & Parking wjaze stream_20 arking wjazd (preview]

overyservice

Streams Inputs / Qutputs

Path Name Enabled Authorization

=

{..&3 Stream 10 Stream 10
=B Nms Server

é: Rowery MPX 2.0 Rowery MPX 2.0

Stop Restart

(===

=

b Recepcja PAL Recepga PAL
--fp Rowery PAL Rowery PAL

==

Stop Restart

=

--fp NVIP-2DNS020. ..

- Parking 3 Parking 3
é: Parking wjazd Parking wjazd

Hl=

Stop Restart

RS Diagnostics —
S b Stream 1 Stream 1

b Strumieri 3 (pre

1P_Camera

=
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The operation of the servers is independent of each other. However, stopping either operation
reduces functionality to the extent described above.

Attention! When starting the NMS VSS Server application, the servers automatically restore
their status from before the shutdown (Servers previously started start up, servers
previously turned off remain turned off).

The panel also lists the streams and I/ O statuses that can be transmitted

The Path field specifies the network name under which the stream is available.

The Enabled field defines whether a given stream is to be sent and available in the NMS VSS Client
application.

The Authentication field determines whether login and password will be required for RTSP
connection.

Streams Inputs / Outputs

Camera Path Mame Enabled  Autharization
- NYIP-1DMNG1185D
&, Stream 10 Stream 10 | | |
[Z-E= Nms Server
----- &n Rowery MP¥ 2.0 Rowery MPX 2.0 £
..... & Pulawska PTZF... Pulawska PTZ FHD
..... & Parking DEMO Parking DEMO
..... = Parking 1 stream_3 Parking 1
..... é::_ 1g 1 {pre stream_4 Farking 1 (previe
..... &p Parking 2 Parking 2 ]
..... &= Parking 2 {pre stream_6 Parking 2 (previe
..... &n Parking 3 {pre stream_g Parking 3 (previe
..... & Recepda PAL Recepda PAL ]

11.2. NMS VSS Server configuration

The task of the NMS VSS server is to send information necessary for the correct operation of
the NMS VSS client application over the networks. The configuration window is on the top left side
of the SERVER panel.

Nms

Discoveryservice

MMS Server {1 Floor)] Server name

Stop Restart

Server is running Server status

Port NM3

Mumber of connections:
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In the window from the top there are:

o Search service check box - by selecting it, the server will be visible by the NMS VSS Client
application in the device search field;

. Text field for entering the name of the server, facilitating identification on the list of devices;
J Start, Stop, Restart buttons managing the server operation;

° Server status information;

o Port on which communication is to take place (default 555);

° Number of connected clients.

After setting all the necessary parameters, save the changes with the Save or OK button. In
case of changes to the server configuration, it is recommended to press the Restart button after
saving the changes, which will reload the NMS VSS Server service.

11.3. RTSP Server configuration

The role of the RTSP Server is to send live video streams to client applications over the
network. It is used both by the NMS VSS Server, WWW and other applications. The configuration
window is below the NMS VSS Server window.

Rtsp

Stop Restart

Server is running Server status

Port RTSP Diagnostics

In the window from the top there are:

. Start, Stop, Restart buttons managing the server operation;

. Server status information,;

. Port on which communication is to take place (default 554);

J Diagnostics button that opens the RTSP server diagnostics window.

After setting all the necessary parameters, save the changes with the Save or OK button. In
case of changes to the server configuration, it is recommended to press the Restart button after
saving the changes, which will reload the RTSP Server service.
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The Diagnostics window allows you to view active connections with video streams. The
window is launched after pressing the Diagnostics button on the RTSP Server panel.

1 |10.11.5.205:56633 Kameral |12/03/2010 11:32:28 0 4.2KB(4,284) 4.1 MB ( 4,342,273)
2 |10.11.5.205:56636 Kameral |12/03/2010 11:32:33 2 4.3KB(4,376) 37.6 MB ( 39,470,101 )
3 [10.11.5.205:56641 Kamera1 |12/03/2010 11:32:38 2 7.8KB(8,036) 48,1 MB ( 50,390,610 )
4 |10.11,5.205:56646 Kamera2 |12/03/2010 11:32:43 0 4.0KB(4,104) 40,9 MB ( 42,861,426 )
5 |10.11,5.205:56649 Kameral |12/03/2010 11:32:49 0 3.9KB(4,044) 14,6 MB ( 15,312,420
6 |10.11.5.205:56653 Kamera2 |12/03/2010 11:32:54 0 3.9KB(3,984) 5.5 MB ( 5,780,230 )
7 |10.11.5.205:56657 Kamera3 |12/03/2010 11:32:59 1 7.4KB(7,556) 14,1 MB ( 14,737,576 )
8 |10.11.5.205:56660 Kamera4 |12/03/2010 11:33:04 1 3.7KB(3,834) 7.0MB (7,299,778

The Refresh button reloads the list of current connections. Right-clicking on a given
connection opens an additional menu that allows you to:

J Adding the selected IP address to the list of forbidden addresses
J Adding the selected IP address to the list of allowed addresses

° Disconnect - disconnects the selected network connection

11.4. WWW Server configuration

The web server is responsible for the functioning of the web applet that allows you to preview
the image and video from cameras, as well as for sending static preview images from cameras to the
NMS VSS client application. The configuration window is located below the RTSP Server window.

W

Stop Restart

Server is running Server status

Port WWW ﬂ
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In the window from the top there are:
J Start, Stop, Restart buttons managing the server operation;
° Server status information;

o Port on which communication is to take place (by default 560);

After setting all the necessary parameters, save the changes with the Save or OK button. In
case of changes to the server configuration, it is recommended to press the Restart button after
saving the changes, which will reload the WWW server service.

11.5. Remote playback server configuration

The remote playback server is responsible for playing back recorded recordings (Playback) in
the NMS VSS client application. The configuration window is located below the Web Server
window.

Remote playback

Stop Restart
Server is running Server status

Port PLAY Diagnostics

In the window from the top there are:
. Start, Stop, Restart buttons managing the server operation;
. Server status information,;

. Port on which communication is to take place (by default 557);

After setting all the necessary parameters, save the changes with the Save or OK button. In
case of changes to the server configuration, it is recommended to press the Restart button after
saving the changes, which will reload the Remote recovery server service.
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11.6. Other features of RTSP Server

The RTSP server transmits video streams (including audio) over the network in a form
compatible with some network media players. Thanks to this, it is possible to play the selected video
stream using a video player (eg VideoLAN VLC Media Player). To gain access, select the RTSP
transmission mode in the media player and then enter the correct network path as described below:

| rtsp://192.168.1.10:554/stream_0

Y

Computer's IP address from
NMS VSS Server applica-

RTSP Server service
port number

The name of the selected
stream cameras (track)

After correctly entering the network path and loading the player buffer, the image from the camera

will be displayed on the screen.

Information!

In case of low network connection speed, loading the buffer may take up to several minutes.

A rispy//192.168.21.5:554/stream_0 - VLC m... L= e
Media Audic Video Playback Playlist Tools Help

«D
) @) @EW ) ]

| rtsp://192.168.21.5:554/stream 0 | [1.00x | 00:00/00:00
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To configure VLC for proper cooperation, select the selected option in its settings:

A Preferences

[ |

T,

Inkerface

geo

Audio

(-

Yideo

¢

subtitles & 0D

Input & Codecs Settings

—Cptical drive

Default optical device

Browse, ., |

—Codecs

Wideo quality post-processing lewvel

™ Use GPU acceleration (experimental)

[ =

Skip H. 264 in-loop deblocking Filker |N0ne j
[ Use system coders if available (better quality, but dangerous)

—Files
Damaged or incomplete AYI file I.ﬂ.sk for action j

Record directory of filename

Brawse. .., |

?.

Input & Codecs

W
4 1

Haotkeys

Show settings
(* Simple Al

—Metwork
Default port (server mode)
HTTP proxy URL
LiveS55 stream transpork

Default caching policy

I 1234 3:

= HTTP (default)

RTF aver RTSP (TCP)

ICustom

[~

Reset Preferences

Save I Cancel
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11.7. Other features of WWW Server

The web server transmits images from cameras over the network in the form of JPEG files,
refreshed every one second. This allows you to display the selected image from the camera in any
web browser, or even embed the image on your own website. To access the selected image from the
camera, enter the appropriate network path in the web browser as described below:

http://192.168.1.10:560/picture.html?stream=stream_0&login=root&password=1A-1D-C9-1C-90-73-25-C6-92-71-DD-F0-C9-44-BC-72

4 r 2 A A A
Web Server service Username to access the Password to acoess jche NMS
NMS VSS Server ap- VSS Server application, enco-
port number o : _
plication ded with the MD35 algorithm
IP address of the computer with The name of the
the NMS VSS Server application stream path

The default server login and password is root / pass

|

@ http/192.168.21.5:560/picture. htmi?stream=stream 0&login=root8ipassword=1A- -C9-1C~90-73-E-C~Windowslntem...lim

)\ - | €] http://192168.21.5:560/pic &logi & v |42 | x |ll Googte 2 |
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12. FIREWALL

Firewall's task is to control connections with the RTSP / NMS VSS server and to limit remote

access to RTSP streams transmitted by the NMS VSS application.

12.1. Firewall settings

To go to the Firewall configuration window, select CONFIGURATION / FIREWALL from

the main menu.

It is possible to define single IP addresses or entire ranges and allow or deny access to such

addresses.

Firewall - settings @

Keep connection alive for: [5]
Break connection after: [5]
Max connections:
Mazx playback streams

|p filtering mode: FIRNTRCTEOaT -

Allow hst

Deny list

Cancel

The following server operating parameters are available:

Maintain connection - the time for which the connection is maintained without data
transmission (available range from 1 to 64000 seconds);

Disconnect after - time after which the video stream transmission will be automatically
disconnected (available range from 0 to 64000 seconds, -1 means no automatic disconnection);

Maximum number of live connections - the maximum number of simultaneous transmissions
of video streams in the "live" mode (-1 means no limit to the number of streams);

Maximum number to recorder - the maximum number of simultaneous transmissions of video
streams in playback mode (-1 means no limit to the number of streams);

Filtering mode - no restrictions or selection of a list of allowed or forbidden IP addresses:
-List of allowed IP addresses;

-List of banned IP addresses.
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After opening one of the lists, the window below will appear.

Allowlist £

1 10.11.5.205 10.11.5.205 v

IP editor I

Begin address

End address
IP Address

O Single IP
® IF range

Cancel

Ok Cancel

The Add button allows you to enter a range or a single IP address to the current list. To delete
the selected IP address, right-click on it and select the Delete option.

It is also possible to add the currently connected IP address to the list directly from the
diagnostic window of RTSP Server. For the changes to take effect, save the changes and then restart
the RTSP Server and NMS VSS Server.
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13. RECORDER
13.1. Recorder panel - information

The RECORDER panel allows you to save the image from cameras with individual settings
(location, space for recording) or to assign the same settings for selected group of cameras and for all
cameras simultaneously. Thanks to the statistics of the recording time that are updated on an ongoing
basis, it is possible to evaluate the scope of recordings and later modify the size of the recording area
for a given camera. The longer the time of the currently recorded camera recording, the higher the
accuracy of the approximate recording time.

Information!

On the RECORDER panel, you can select channels to allocate disk space using methods analogous
to those for folders / files in the Windows environment (the shortcut Ctrl-A is valid - marking all
channels, holding down the Ctrl key and left-clicking the mouse select any selected cameras.
Similarly, with the Shift key pressed we select the first and last cameras to select the required camera
range.

To run this module, select Configuration -> Recorder from the main menu. The appearance of
the Recorder panel is presented below:

The description includes a drive letter and information about the free
space and total size of the drive in numerical and graphic form.

Recorder

B
—
q 104,7/111,8 GB

)

MVIP-ZDNS001...
5 Stream 2 Ez0 [ :\MVIP-2DNS00. .. | Infiity 3 (~0,9) 5
MVIP-ZDN4001..,.
o Stream 3 0,0 Infirity 3 5
DEMO_TDN440. .,
& Stream 1 0,0 Infinity 3 5
IP_Camera (19...
b Stream 15 , Infinity

Erase ERT  * Estimated recording time,

The assist bar allows you to enter a specific size and
paths to all selected cameras simultaneously.

All drives that enable camera registration are displayed on the disk strip, along with
information about the amount of space available on the disks. The disk usage is updated each time
you make another change, even though the changes have not yet been finally saved. Thanks to this,
the user obtains information on how much free space will remain on the disks after approving the
changes and may make some adjustments to your settings.
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The columns present information about IP devices currently assigned to the system:

. Camera - name of the camera or videoserver along with the description of the video streams

. The icon shows the current status of the IP device (connected or disconnected)

. The size of the area on the disk for recording a given video stream

. Path network address for IP devices disk location for each video stream

. PCN - estimated time of camera recordings at the declared disk space

. Recordings from the time of the oldest recordings

. Recordings until the latest recordings

. Pre-alarm pre-alarm recording time. To change it, enter the time in seconds in the appropriate
field.

. Post alarm post-alarm recording time

To reserve disk space for a specific camera, use the auxiliary bar at the bottom of the panel,
which helps to locate the appropriate folder on your computer or create a new one. Thanks to this,
you can select several cameras at the same time and then define the size and path on the auxiliary
bar. After pressing the Use buttons, the appropriate fields for all selected cameras will be filled in.

Camers iz
3 NVIP-1DN3001
& Sream 13 10 CANVIP-IDNZ00IV (. [0 3022 1HI EM] 100.0% 1[HI4M]_[1311/2020 15:11:85__|13/11/2020 161607 |3 5
. Sies = - - -
2 NVIP 2DN300L.
& seamie 10 C\NVIP-2DN3000V [0 3022 121H] 16M] 4567 0D TH... 031172020 143243 [19/11/2020 1676073 5
&9 dia Woiciecha (.. | |
& novera ([0 [ \da Woifecha (100 2008 1[H] 10[M] 100.0%, 1[H] 15[M] | 13/11/2020 15:01:00 | 13/11/2020 16:16:07 |3 5
& Pcamera |]_10] Cda Whoiecha (10.. |0 1446 2] 57M] 100.0% 3H 27IM) [ 18/11/2020 124848 |13/11/2020 161606 |3 5
&2 Device Name (1. i i /
& novusipc..| o i [ o o ity 002 0H140M)_[06/11/202013:19:10_ | 06/11/2020 135540 |3 5
& rovs / [ ] :
& novusipc || Joo ] / 0 o Infiity 007 1563D) 22 [28/07/2016 120508 |13/11/20201101:08 |3 5
& novusipgl. || 00 | ] [} o ity 0.0% SDI21H) .. |0611/202012:1507_ [19/1/2020 110108 |3 5
& novus 1P [ | ] 0 o Ity [ 3 5
s HOVUS / E
&5 Unas 40 00 / [} o ity 0.0%, 6] 21 . [05/11/202012:15:07__[19/1/2020 1101103 5
@ NP Tocs4ffC I/
=9 w,camw 00 11/ 0 2072 Infiity 002 3 5
= =

I Create recording space for sub stream

Erase ERT  * Estimated recording time.

In the given location, NMS VSS will automatically create a separate folder for each camera, the
name of which consists of several parts separated by an underscore symbol, e.g. NVIP-
HDN5000 192.168.21.221 554 1 0. The first part is the device name, the second is the IP address
and port, then the video stream number for a given network device, at the end the index of the next
copy (changes when the folder name repeats).

Warning!

The recommended file system for registration is NTFS. Do not create folders for recording on
the system drive and the drive where the Windows paging file is located.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

97



NOVUS MANAGEMENT SYSTEM VSS - User’s manual

RECORDER PANEL

You can also enter the size to be reserved on the disk in the appropriate line. The changes you
make will also be reflected in the disk information.

If the available disk capacity is exceeded, it will be highlighted in red. You must then make
appropriate corrections to the sizes occupied by recordings. When all settings are correct, click the
Apply button. The process of starting recording for individual cameras will be confirmed with
progress bars and text information.

EraseERT  * Estimated recording time.

You can change the size of the disk for each camera at any time. For this purpose, it is enough
to enter the changed value of the size of recordings for the appropriate camera in the Recorder panel
and click the Save button. If the given value is decreased, the user will receive a message that some
data will be lost.

B x|

Attention! By decreasing disk capacity devoted to recording you
7!; will lose some of recorded materials

To stop recording in a given folder and not to delete the recordings from the selected camera,
select it and then select the Disconnect recording option from the popup menu.

I x|

!. Attention!
P Y Recorded video materials will be permamently deleted

In order to completely delete recordings from a given camera, select the appropriate camera
and select the Delete recording option from the pop-up menu or enter "0" in the camera size column
and then click the Save button. Changing the path for existing recordings will also delete the
recorded material for that camera. In both cases an appropriate message will be displayed.

These operations will irretrievably delete recordings for the given camera and should be used
with caution.

Warning! The help bar cannot be used to delete recordings because it does not allow you to
enter a zero value.

Warning! Note that if you change the folder destination, the recordings will be lost.
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It is also possible to "connect" recordings for which the path has been changed, eg in the case
of changing drive letters. To do this, right-click on the camera icon and then select Connect to
existing recording from the menu. Then the folder selection window will be launched, in which you
should select the folder with recordings of the appropriate camera. Thanks to the name of the target
folder with the device's IP address, the user knows exactly in which folder the camera has been
recorded so far. Do not enter the size of the recording because the program will recognize this size
after confirming the changes. If an error occurs while connecting existing materials, it means that the
video recordings were not properly terminated by the NMS VSS program.
Ex]

Path is currently locked due to another process active. If you're sure that
directory is unused, remove lock.mdat file.

In this case, remove the lock.mdat file from each folder for which this message appears.

Warning! The auxiliary bar cannot be used to connect existing recordings because it creates a
new folder with recordings and ignores existing folders.

To change the location of recordings on the disks without losing the recordings, proceed as
follows:

Close the NMS VSS application
. In Windows, move or copy the folders with the recordings to a new location

Start the NMS VSS program

Go to the recorder panel and follow the instructions for connecting recordings described above

The status of currently recorded cameras can be seen on the device panel.

Devices

Description

E-EE WyIP-YS101 = 192.168.21.211:554
By Kamera 1 [ Fe .
S-E@ NIP-YS101LITE Bg 192.168.21.210:554
Kamera 1 g b 3 ; i
&xz g; LES e You can see the information
B8 NyIP-yS101 192.168.21.22T; .
T = " |that the video from a
S m wrveiol | T 192.168,21,1001554 selected camera is recorded.
é; Camera 1 & ).

In order to stop the recording of a given camera without deleting its recordings, set no
recording in its schedule or in the Advanced tab CONFIGURATION / DEVICES change the
recording mode from Schedule to Off.
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Information about recordings can be called up in VIEW / Information about recordings, this menu
shows the time to overwrite, the time of recordings made so far, and the date from which recordings
are available.

Record time Date from when
recordings are present

B NVIP-1DN3001...
(50 Stream 13 10 C€:\WVIP-1DN3001V (.... |0 3072 1H] 7M] 100.0%, 1[H] 6[M]|| 13/11/2020 15:17:51 | 13/11/2020 16:24:04 |3 5
E NVIP-2DN3000.
i fn Stream 14 1.0 C:\NVIP-2DN3000V (... |0 3072 11[H] 57]M) 46.7%, 10[0] 1[... |03/11/2020 14:32:43 | 13/11/2020 16:2404 |3 5
& dla Wojciecha ...

5 NOMERA 10 €:\dla Wojdecha (10... |0 1960 1[H] oM 100.0%, 1[H] 1... |13/11/2020 15:13:58 13/11/2020 16:24:04 |3 5

£ PCamera 1.0 C:\dla Wojdecha (10... |0 1415 2H] 42M] 100.0%, 3[H] L... |13/11/2020 1:06:52  |13/11/2020 16:2%:02 |3 5
&3 Device Name (1...
~fon NOWSIPC... | 0.0 0 0 Infinity 0.0%, 0[] 40[M] |08/11/2020 13:19:10  |06/11/2020 13:59:40 |3 5

£ NOWS TP C... 0.0 0 0 Infinity 0.0%, 1568[D] ... |28/07/2016 12:05:08 13/11/2020 11:01:08 3 5

0.0 0 0 Infinity 0.0%, 5[] 21[... |08/11/2020 13:15:07  |13/11/2020 11:01:09 |3 5

~fon NOWSIPC... | 0.0 0 0 Infinity 0.0% 3 5

0 Unas 4vPX .. | 0.0 0 0 Infinity 0.0%, 6] 21L.. |08/11/2020 13:15:07  |13/11/2020 11:01:00 |3 5
B NVIP-Txx5401...
g IP_Camera 1 0.0 0 3072 Infinity 0.0% 3 5

ey P_Camera 1. 0.0 0 768

M Createrecording space for substream

Erase ERT  * Estimated recording time.

pelete aiter CHNINE <= Use for al
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14. EVENT SETTINGS PANEL
14.1. Defining event scenarios

The EVENT CONFIGURATION module is used by the user to create scenarios for handling
events that may occur in the system supervised by the NMS VSS software. If one of the input actions
indicated in the scenario occurs, user-defined output reactions will be initiated. For example, as a
result of activating the alarm input, the alarm outputs will be temporarily turned on and any video
sequence from the camera will be exported to the selected FTP server. A detailed description of all
possible functions is provided later in this chapter.

To run this module, select the menu from CONFIGURATION / EVENT CONFIGURATION.

In order to define an event scenario, first add it to the List of scenarios using the button .

My scenario For events test{NYIP-TCS400C; Stream 1; -> Create & send AVI; Create & send snapshot; Output - disabled; Oukput - enabled; Output - temparary disabled; Output - temparary enabled; Panic enable; Play sound; Run PTZ function; Send ...

Scenario_2

=+ WYIP-TCE400C (10,11.14,207)
- Digital inputs
B Inputl
El-a Stream 1
i Directory not exist

- Mation detection

Create & send AT

(- E2 NyIP-TCS400C (10,11,14,207)

Create & send snapshat

’ b Stream 1

Output - disabled

b Stream 2

Qukput - enabled

-0 MIP-Y5102 (10,11.14.140)

Cutput - temparary disabled

i~ IP_140

Output - temporary enabled

b Camera 2

Panic enable = MYIP-Y5102 (10.11.14.141)

i IP_14l

b Camera 2

&l MYIP-YS104 (192, 168.21,224)
i~ Camera 1

i Camera 2

’ b Camera 3

b Camera 4

T MMS Server (10.11.14.126)

Play sound

Run PTZ function

Send e-mail

Shav camera windaw

Show message

EEEEEEEEEEEEEEE -

stream_L -

] 1

Post-alarm

2\ Program Files{MavustNME|Export

end to - Rk Folder:
-m”address -

The user can change the name of a scenario by right-clicking on the list of scenarios and
selecting the appropriate option from the context menu. The name change is confirmed by pressing
the ENTER key on the computer keyboard.

The user can deactivate / activate the selected scenario by right-clicking on the list of scenarios
and selecting the appropriate option from the context menu.
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In the next step, define the list of input actions. The NMS VSS software enables the execution
of the scenario as a result of the following events:

e alarm input activation;

¢ motion detection (motion detection must be turned on in the camera settings);

e loss of the disk on which the indicated stream from the IP device is recorded;

e alarm control panel alarm (see section: Connecting and operating the alarm control panels);

e occurrence of a specific string of characters in the POS transaction from the cash register (after
selecting the appropriate POS, enter the character strings separated by a semicolon in the
window).

Adding / removing IP
devices to the list B2 WYIP-TCS400C (10.11.14.207)

E| Digital inputs

o Inputl
E& Skream 1
Direckory not exisk

i... Mation detection

Warning! The user can add multiple devices to the list of input actions and select on them any
number of input events in a combination of his choice.

You can also add a device to a scenario by dragging it from the device tree and dropping it on
the list of input actions. The dragging method allows you to add entire devices (all alarm inputs and
all streams), as well as add only the indicated device element, e.g. the only stream from a four-
channel video server. To do this, drag the selected element while holding down Shift + Alt.

If even one of the input actions indicated in the scenario occurs, user-defined output reactions
will be performed. The NMS VSS software enables the following actions to be performed under the
scenario:

e Record the selected channel

e Playing a defined sound;

¢ Display a screenshot of the selected camera;

¢ Send the screenshot to e-mail or FTP;

e Display a window with a camera view;

e Calling preset, pattern, scan route

e Create an AVI file;

¢ Forward the AVI file to e-mail or FTP

¢ Sending an e-mail / SMS;

e Temporary or permanent switching on / off of the relay output;
e Display a user-defined message;

¢ Enabling panic recording (the camera must have a declared space for recordings);
e Close NMS VSS application (immediate, delayed).

e NMS VSS application restart with immediate or delayed option.
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Add reaction
Close MMS application

Panic enable Create & send snapshot

List of available

Play sound Cregte andsendavi <« )
reactions

Device output

Panic enable

List of chosen
reactions

Play sound

Run PTZ function

Send e-mail

Send SMS

Show camera window

Show message

In order to perform the scenario correctly:

e remember to turn on and configure the motion detection function in the IP camera menu;
¢ make sure that the alarm input is properly connected and operated;

e remember that PANIC recording will only be triggered for cameras that had a pre-configured
recording space;

e configure the FTP server in the application settings CONFIGURATION / APPLICATION
SETTINGS / APPLICATION / FTP Settings;

e configure the outgoing SMTP mail server in the application settings CONFIGURATION /
APPLICATION SETTINGS / APPLICATION / SMTP settings;

e define e-mail addresses in the NMS VSS user account settings CONFIGURATION /
APPLICATION SETTINGS / Users;

e remember that you can select a maximum of one camera for each Create and send AVI type
reaction added in one scenario;

e remember that for each reaction of the Show window type from a camera added within one
scenario, you can select up to four cameras that will be displayed in the VIDEO 2 window;

e program presets, observation paths and automatic scan paths in the dome camera.

If the user has not decided to change the installation directory, NMS VSS saves the created files by
default in the following locations:

e Program Files\Novus\NMS VSS\Images - in the case of screenshots,
e Program Files\Novus\NMS VSS\Export - for AVI files,

The maximum size of attachments sent by NMS VSS is 10 MB. If the maximum size of the

attachment is exceeded, only information about the location of files on the local disk of the server
that generated the message will be sent.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

103



NOVUS MANAGEMENT SYSTEM VSS - User’s manual

EVENT PANEL

14.2 Events schedule

The schedule function is available in the EVENT CONFIGURATION tab. Thanks to this
feature, it is possible to run pre-configured scenarios only during specific periods of time. This
option allows, for example, to ignore motion detection during normal operation of the facility and
alarm only when motion is detected outside normal working hours. The event schedule function is
independent of the recording schedule. Each scenario can run on its own independent schedule. To
associate a given scenario with a schedule, click the Schedules configuration button. In the window
that will appear, select appropriate periods of activity (marked in green) in a similar way as described
for recording schedules.

T

| I (9 27082024 (D) 13:43:46

Event settings

Scenarios list

Scenariusz_1 ANVIP-Txx540 1C/MPX2.0; NVIP-TDN440 1V/IRMPX2.0; IP_Camera 1; IP_Camera 1 (Dodgladl e TSR, Ldtworz diwick; ) Always

Scenariusz_2 {NVIP-To(5401C )M 3 ; Wyl wiadomosé e-mail; } Aways

Scenariusz_3

i

[{EWRY Tyko Soda Special day list

Ordinary days

- System events

K]

[=- Digital inputs

R

Bl System events

a

=~ Digital inputs

Bl System events

- Recorder

?I‘I“I|‘I“I|‘ITI

- System events =

= Recorder

1‘1
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15. BACKUP

The program allows you to create a backup of the program's configuration and logs. The backup
manager is located in the TOOLS / CONFIGURATION BACKUP menu.
15.1. Exporting configuration backup

The Source field contains the path leading to the directory containing the program configuration
files. The Target field allows you to select the target directory (by clicking Open) to which the
configuration will be copied (program or program and logs, according to the User's choice made in the
Export options window). The check boxes below allow you to select the desired parameters used
during the configuration copying process (including settings for message filters, device settings, login
options, etc.). It is recommended to select the "Select all" option. Pressing the Export button will copy
the settings to the configuration file.

Including Licence file

15.2. Restoring configuration backup

Warning!

Configuration import is possible only within the same version of the program and from the
older version of NMS VSS to the newer version!

Restoring the previously saved configuration copy is possible only after closing the currently
running NMS VSS  program. Then open the main program folder and run the
RestoreConfigurationBackup.exe file. A window similar to the one above will open, the difference
being the active Source field and an inactive Target field suggesting the reversed procedure compared
to the one presented above. The Recordings search options window will contain all drive letters
available in the system, minus the system drive, the search of which requires selecting the appropriate
box. The Restore options window allows you to choose whether to restore only program settings or
settings and logs. Pressing Import will import the configuration to the Source directory. Restoring will
overwrite the current configuration.

Warning!
When importing a configuration, the license file is not selected by default. This is to avoid that
the imported file is not suitable.
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16. MAPS
16.1. Map Editor panel - map creation

The MAP EDITOR module is used by the user to create maps of the site using his own
graphic files and ready-made elements - icons.

To run this module, select TOOLS / MAP EDITOR from the menu. After selecting this
option, the NMS VSS software will launch the MAP EDITOR panel.

Configuration | Logs = Videol | Digital VO control | Cumenteventlog | Eventscttings | Viewer [WMapieditor

i . Level

To start creating a new map, create a new project. To do this, select the New command from
the File menu, and then enter the title for the selected map in the Name field. Using the Set
background button, you can insert a building background, city plan or any other image as a
background for the edited map. The map size determines the size of the canvas. If the uploaded file is
of a different size than the pre-declared system, the system will gg suggest resizing the map to be
identical to the graphics size. In order to add more maps, use the  button and proceed in the
same way as for the first map. You can add maps to both the main map and the sub maps. In H
order to add __ a child map, select the map on the tree to which the child map is to be added and use
the button. ™ This way, a multi-level map tree is created in the system. To delete a map, select its
name in the tree and click the button.

At this stage, it is worth saving the current map under an appropriate name. This can be done
after selecting File / Save As from the editor menu. It is also possible to open a previously saved map
for editing. To do this, select the Open command from the File editor menu.
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16.2. Map Editor panel - defining system elements

After inserting the map background, you should put the icons of the desired system elements. To
do this, place any number of elements from the selection menu of system elements using the "drag and
drop" method. It is possible to move the icons, change their size or background. To delete an icon,
right-click the selected icon and select Delete from the context menu.

We can choose from the following system elements:

Camera Shortcut Entry Exit Panel Line Subsystem

If you have added more sub-maps to the map, shortcuts to these sub-maps will appear in the
upper left corner of the main window, which should be placed in the right place on the main map.

Configuration | Logs | Video Digital /O control | Current ev

Level

After placing the element icons on the map, define their parameters. To do this, click each icon
in the design area one by one and edit the following parameters:

Name - name of a given element displayed in the map preview module;
Location coordinates of the icon location on the map;
Size - the size of the icon expressed in pixels, can be freely changed;

The angle allows the icon to be rotated by any number of degrees;
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Graphics - the option to change the icon background (only for Camera or Shortcut icon) and add
displaying the description and icon frame;

Font allows you to define the type, size and color of the font used in the description of the icon;
Address, enter the IP address of the device - this option is necessary for the correct operation of the
icon;

Channel for multi-channel devices, select the appropriate video channel;

Shortcut - an option that displays the currently selected map for a given shortcut (only for the
Shortcut icon).

In order to enter the network parameters, just drag the appropriate camera or video server
from the device list to the appropriate icon on the map, and the device's IP address and channel
number will be automatically assigned. To define a shortcut to another map, place the Shortcut icon
on the map project, eg "CCTV" and then select the map from the map tree, eg "ZOOM" to which the
shortcut should refer and drag it to the Shortcut icon.

fapy  Edytor map C:AUsers\User\Des...

When this is done correctly, the background of the map currently defined as the shortcut will
be displayed in the frame of the Shortcut icon. You can keep the icon layout (a), enlarge it (b) to get a
clearer image or give up the background (c) (disable the Use background as icons option) and select
an area after clicking which shortcut will redirect the user to the appropriate map.
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16.3. Map Viewer panel

With the help of the MAP module you can track the status of alarm inputs in live mode, control
the outputs and gain access to cameras whose location on the map reflects the actual installation in
the facility. Live view with the use of maps is an alternative to the method of "dragging" names from
the device list.

To start this module, select VIEW / MAPS. After selecting this option, the NMS VSS
software will launch the MAPS panel and load the last opened map.

To change the currently displayed map, select File / Open in the preview window menu and
load any map. In the View menu of the preview window, you can hide the map tree display with the
Display tree option and lock the map's size proportions using the Lock aspect ratio.

The operator working with the map is able to quickly assess the condition of individual
elements system such as video inputs, alarm inputs and outputs. One of the methods of visualizing
the state of system components are the symbols that appear next to the icons. They are defined the
same way like icons in the device tree. The status of alarm inputs and outputs of IP devices is
represented by the grayed out icons for inactive elements.

Alarm output: disabled / enabled
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As mentioned before, the main advantage of the location maps function is to make it easier
for the operator to orientate the cameras on the site and thus work more efficiently while observing
the images. The operator does not have to remember where the individual elements of the system are
physically located, because he can see them directly on the map. The map functions can be most
effectively used by using a graphics card with two monitor outputs. Thanks to this, the user gains
space for a convenient arrangement of the panels. The map panel can be on one monitor and the
video preview window from cameras on the other. As a result, the map does not obscure the view
from the cameras, and at the same time can be large and legible.

Podglad Edytor mapy

NONUS

Professional solufion for your CCTV systems

To navigate the maps, double-click on the shortcut to the selected map or camera. The
camera image will be displayed in the sub video window. Input icons inform the operator about the
current state of alarm inputs of the corresponding IP device, and by double-clicking on the output
icon, the user can change the state of the assigned alarm output. The shortcut to the next map can be
implemented as a separate icon (eg Novus Maps), or as a selection of a certain part of the screen,
which is visible as an orange frame only after placing the mouse pointer in the shortcut area.
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17. CONNECTING AND CONTROLING THE SOFTWARE VIA KEYBOARD

17.1. General characteristics

The NMS VSS software control keyboard enables:

. control of rotary cameras;
. control over selected program functions;
. navigation in record playback mode.

17.2. Front panel description

Jog/Shuttle Function and numeric buttons Joystick

Warning! The keyboard must be connected to the computer before starting the program.
Warning! The first time you connect the keyboard, you must perform the calibration process.

Warning! The assignment of the function and numeric buttons cannot be changed.
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17.3. Joystick calibration

Before using the keyboard, use the calibration software available on the system Windows. The
NMS VSS program must be informed about the values it is to recognize as extreme, as well as the
value for which the neutral position is.

#% Game Controllers | &

Windows game controllers.
5 These settings help you corfigurs the game controllers installed on
- YO COmpUter.

Installed game controllers

Cortroller State Start -> Control Panel ->
oez oK Devices and Printers -> DCZ
’ Advanced... ] ’ Properties ]

= ocz ooveve: I
Settings | Test
Game Cortroller Calibration Run the Windows Device Calibration

If your game controller is not functioning properdy on the Test page, it .
may need to be calibrated. Click Calibrate and follow the instnuctions to ]7’} lzard
calibrate the controller.

[ Resettodefaut | | cCalibrate |

2 Game OeviceCaloatn Perform the calibration process

Welcome to the Device
Calibration Wizard

following the instructions on the moni-
tor screen

Uge this wizard to calibrate the axes of your game controller,
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17.4. Software controlling via keyboard

In order to control the NMS VSS software, connect the keyboard to the USB port of the
computer and start the NMS VSS program. Pressing any button on the keyboard will result launching
a dedicated Video Controller window.

The defined key configuration enables:
. control of rotary cameras;
. control over selected program functions;

. navigation in record playback mode.

The arrangement of the function buttons on the keyboard is shown below.The functions
available in the recording playback mode are marked in orange.

o , Focus _

USE PTZ

o 000 00

LAYOUT OSD PRESET PATTERN

X @ @

D.zoom EX/pH TOUR AUTOSCAN

PANIC AUTOF. AUTOL HOME
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FUNCTION KEY DESCRIPTION
Displays the selected camera in full screen mode and allows you to manage a PTZ camera if
the camera has been previously configured.
Camera se-
lecti Nr +CAM (e.g. 1 + CAM, | + PRESET, 4 + AUTOSCAN)
ion
ecto Pressing the CAM button without specifying a camera number displays, active
full screen camera. Pressing this button again returns to the previously displayed split.
Ch ¢ Previous / next group of cameras (e.g. split into 9 and visible cameras
ange o . . . .
+ ~ ~
division Nr +HH 10 ~ 18, cameras 1 ~ 9 or respectively will be displayed when the button is pressed
19 ~ 27).
Previous / next group of cameras (e.g. split into 9 and visible cameras
E;mera gro- 45 HH» 10 ~ 18, cameras 1 ~ 9 or respectively will be displayed when the button is pressed
19 ~ 27).
It allows you to manage a PTZ camera if the camera has been previously configured. Ena-
PTZ PTZ bling / disabling the PTZ mode allows you to control PTZ cameras using a joystick, call up
presets, observation routes, etc.
Sharpness + FOCUS - Manual focus.
Iris + IRIS - Manual iris setting.
Preset call Nr+ PRESET Calling up a preset after selecting the key combination: number + PRESET.
gll)lstzrvatlon Nr+ PATTERN Calling up the observation route after selecting the key combination: number + PATTERN.
Calling a . .
patrol Nr+ TOUR TOUR call after selecting the key combination: number + TOUR
Auto Scan Nr+  AUTOSCAN Invoking the automatic scan route after selecting the key combination: number + AUTO
SCAN.
Parking HOME Calls up the HOME function of the camera.
Special ON It activates special functions, e.g. the combination 1 ~ 4 + ON activates the selected relay. A
functions detailed list of functions is included in the camera manual.
Special It turns off special functions, e.g. a combination of 1 ~ 4 + OFF turns off the selected relay.
functions OFF A detailed list of functions is included in the camera manual.
Joystick Manual zoom setting, PTZ camera control.
Digital zoom D. ZOOM Digital zoom function on / off.
Enable / disable displaying the OSD on the image.
OSD 0sD Enabling / disabling individual elements of the OSD after selecting the key combination:
number + OSD
View LAYOUT Reloading the view assigned to the currently logged in user
Panic PANIC Panic recording for all cameras that had a pre-configured recording space
Mouse MOUSE Mouse cursor control mode with the keyboard. PANIC and AUTO F. correspond to the left

and right mouse buttons respectively.

All rights reserved © AAT SYSTEMY BEZPIECZENSTWA sp. z 0.0.

114




NOVUS MANAGEMENT SYSTEM VSS - User’s manual

CONNECTING AND CONTROLING THE SOFTWARE VIA KEYBOARD

FUNCTION KEY

Live / Playback =8/ D Change the display mode between live image and recording playback
Playback Change the direction of playback at x1 speed

Pause Pause

Time magnifier Buttons for increasing and decreasing the range of displayed recordings
Scope of the Buttons to move the timeline to older or newer recordings

graph

Timeline Time stamp shift, proportional to the displayed recording range
Frame-by-

frame playback Frame-by-frame reverse / forward playback

Skip The function of skipping the blank spaces between recordings

Shuttle Turning the knob changes the playback speed of the recordings

17.5. Additional functions available in the NOVUS cameras

Functions available in cameras controlled by Novus C, Novus C1 protocol (some commands
are available only in selected camera models

KEY FUNCTION KEY FUNCTION
1+ ON Relay 1 is on 1 + OFF Relay 1 off
2+ ON Relay 2 is on 2 + OFF Relay 2 off
3+ON Relay 3 is on 3 + OFF Relay 3 off
4+ ON Relay 4 is on 4 + OFF Relay 4 off
7+ ON Automatic focus 7+ OFF manual focus
8+ ON AE is set automatically 8 + OFF AE set manually
9+ ON Night Shot set automatically
10 + ON Night Shot on (switched to manual mode) 10 + OFF I;Iqi)g;l;)Shot off (switched to manual
11+ ON BLC on (AE automatic) 11 + OFF BLC off (AE automatic)
12+ ON Digital Zoom is on 12 + OFF Digital Zoom off
13+ ON OSD enabled 13 + OFF OSD disabled
14+ ON Zone name enabled 14 + OFF Zone name disabled
15+ ON World directions included 15 + OFF World directions excluded
100 + ON Automatic shutter
101 + ON Shutter 1/3sec
102 + ON Shutter 1/2 sec
103 + ON Shutter 1 sec
104 + ON WDR enabled 104 + OFF WDR disabled
105 + ON Image stabilization on 105 + OFF Image stabilization off
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18. POS INTEGRATION

The NMS VSS software enables integration with cash registers. This functionality allows you
to save and synchronize data from the cash register with a video image. Thanks to this, the user can
easily verify the correctness of the cashier's work. The NMS VSS software has been adapted to work
with POSNET and UPOS cash registers, however, it also works with solutions from other
manufacturers.

18.1. POS configuration

Cash register settings can be found in the CONFIGURATION / POS panel and Configuration
analytics panel. The panel is divided into two tabs: Device configuration and Other options.

Configuration | Pos configuration Event settings

Add Remove Name NVIP-TC2400D/MPX1.3 (192.168.5.206)

New_1353 BT = P_Camera
W L [ = NVIP-TDN3400H/1R-3 (152.168.5.210)
| Device type

e Strumieri 1
select device type ER= NVIP-30N3010H/IRH-1P (192.168.21.203)
d Strumien 2
T NVIP-TDNA401V/AR/MPX2.0 (152.168 4.101)
® COM © UDP @ TCP L Parking dach 1
NVIP-TDN&4DTV/IR/MFX2.0 (152.168 4 209)
- & AAT rowery
o-ED NVIP-Tioc5401C/MPX2.0 (192.168.5.204)
b IP_Camera 1
T & NVIP-TDN&ADTV/AR/MPX2.0 (152.168 4.102)
e Parking dach 2
NVIP-Tioc5401C/MPX2.0 (192.168.1.204)
b Pulawska_1p_TON
NVIP-Tioc5401C/MPX2.0 (192.168.21.204)
b |P_Camera 2

- NVIP-TDN44D1V/IR/MPX2.0 (192.168.5.209)

Communication configuration

port S

m

Last line of receipt

HighLight text
Highlight words

He |P_Camera 3
; NVIP-T:oc2401 DAce/MPX1.0 (192.168.2.111)
Ly TC2401 Mpul test i

The device configuration consists of three columns.

2. The first one includes buttons for adding and removing cash registers, as well as a list of all
cash registers added to the system. The currently edited device is highlighted with a bar on the
list.

3.  Inthe second, the user can set in turn:
o Device name - facilitating the identification of the cash register.

o Device type - default or POSNET. The default option should be used for UPOS cash registers
as well as for other ones that generate a text receipt (with a defined start and end line). The
selection affects the access to editing the remaining parameters.

o Communication method - choose the method of communication with the cash register.
Possible selections depending on the type of device are COM, UDP, TCP.
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. Communication configuration - depending on the selected method, the field may take a
different form. For communication via the COM port, specify the Baudrate and the COM port
number under which the cash register is located. In the case of communication via TCP, cash
registers can work in the server or client mode. Hence, for POSNET devices, enter the device
IP address and transmission port. For UPOS devices, only the port can be edited, because the
cash register connects to the NMS VSS software, at the IP address set in the computer or NMS
VSS Server. Additionally, the UPOS device can be communicated via the UDP protocol, for
which the transmission port must also be specified. For devices of the default type (including
UPOS), the First and Last line of the receipt should be additionally specified.

J Highlighted text - Allows you to enter words that will highlight the entire line in red. Separate

words with the sign "; "(Semicolon).

3. The third section lists the video streams and their corresponding check boxes. Selecting the
field results in associating the cash register with the video image. Only one camera can be
assigned to one cash register.

All changes should be confirmed by clicking the Save button
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18.2. Displaying POS transactions on video screen

After correct configuration, the data from the cash register are displayed on the video image.
The frame is located in the upper right corner of the video window. Displayed for a 1x1 split, or for a
stream that is in a full window.

Lines containing the strings specified in the Highlighted text field are displayed in red (in the
example above, the lines contain the string "20").

The appearance of the field can be customized by changing e.g. frame position, font, number of
lines. The settings are available in the Configuration / Application Settings / Application / Display
Settings / OSD / POS window.

18.3. Transaction search panel

Viewing the registered transactions is possible using the panel available after selecting the
TRANSACTION SEARCH option in the VIEW menu.

The panel contains the search criteria:

Device for which transactions are to be searched;

The start date of the search (the date can be selected using the calendar);
The end date of the search (the date can be selected using the calendar);
Field for specifying search "words" in transactions;

Search button that starts the search;

Information on the total number of transactions meeting the criteria;

N kR =

List of searched transactions;
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Transaction search

Select Device From Search by word

New_1051 ~ W201301-10 07-55-552 I:lv 2013-02-21 08-5558 [~ _

Results &

| Device | Transaction date
receu:lt 2013-02-18 14:49:05.381 Mew_1051 2013-02-18 14:49
receipt_2013-02-18 14:49:34.494 Mew_1051 2013-02-18 14:49
receipt_2013-02-18 14:50:59.611 Mew_1051 2013-02-18 14:50
receipt_2013-02-18 14:51:08.649 Mew_1051 2013-02-18 14:51
receipt_2013-02-18 14:52:17.571 Mew_1051 2013-02-18 14:52
receipt_2013-02-18 14:52:40.311 Mew_1051 2013-02-18 14:52

When you left-click on the list, a window with detailed transaction data will be displayed.

When you right-click on the list, a menu will appear allowing you to:

-

g Info

Transaction info
gtart 5 POS:1 DT:20130218145240 C:1 14:52:40:311
Towar 1 1000szt x99,99=59,99 14:52:40:472
Towar 2 20,000mhbzx123,99=2479 80 14:52:45:311
Towar 1 1000szt x99,99=99,99 14:52:47-655
Suma: 2673,78 14:52:45:459
Zaplacono: 2679.78 14:52:49:463
stop Trans:134 DT:20130218145248 14:52:459:613

—  Export of video recordings connected with the transaction to AVI format. The transaction
data will be exported to a text file as synchronized strings. A program that supports the
display of "subtitles" is required for playback.

— Running the recorded video stream related to a transaction in playback mode;

— Live view from the camera starts

Avi export

Playback
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18.4. Advanced searching options for POSNET devices

For POSNET cash registers, NMS VSS software offers advanced transaction search
capabilities. The selection in the Transaction Type field determines the availability of additional
search criteria. The transaction type can be selected from Sale, Login, Deposit, Drawer, Packaging.

The two operators "; "And" | ". The semicolon” should be treated as the logical operator "or".
The sample criterion "10; 20; 30" will return all transactions with the value "10" or "20" or "30". The
operator "| "Is used to define the range in fields with numerical values (eg the field Price" 10 | 20
"means the price from" 10 "to" 20 "). The operator "| "Cannot be combined with other operators.
When you click the mouse in the field area, a hint on how to use the above operators will be
displayed.

Transaction search

Select Device From

To
vew 1054 v Wo01301-10 075555 [+ 20130221 08-55-55 [~

Transaction type

For the Sales type transaction, you can define criteria: Product name, Cashier, Value, Reverse,
Cancellation, PLU, Price, Payment method, Percentage or amount discount, Total amount.

Product name Cashier Value

Price Payment form Discount Total price

For a Login transaction you can define the following criteria: Cashier, Login, and Logout.

Cashier

For the deposit type transactions you can define the following criteria: Value, Deposit, Withdrawal;

Value

Drawer transactions do not have any additional criteria;

Cashier Value

B B = ciior W comolcton

For transactions of the Packaging type, you can define the criteria Cashier, Value, Cancellation, End.
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After clicking on the list of transactions, the details will be displayed in the window. Sample
information about the Sales transaction is shown below.

[ ot Info @

PLU Product name I Frice I Court Value | Time
1N TEST1 3.00 1 3.00 | 10:32:30:380
2 | PODWAWELSKA 17.25 1 17,25 | 10:32:30:763
3 | GrllOgrodowy 45,99 1 43,99 | 10:32:31:352
4 | MonitorLCD50cal 2 999,99 1| 2599999 | 10:32:32:430
5 | PIWOFULLLIGHT 250 1 250 | 10:32:32:520
6 | TabletPC 899,99 1 899,99 | 10:32:33:361
7 | ApteczkaSamochodowa 2795 1 2799 [ 10:32:33:802

Cashier: 1 Paymenttype: 1 Total price: 400071 Cancellation: Mo

19. LANKON-008 network input / output module

The LANKON-008 network 1/ O module has 6 outputs and 4 inputs, it is a simple but very
innovative device. The small device acts as a web server on which the readings of various sensors are
presented and allows you to remotely control up to 6 outputs. Additionally, the Event Config table
function allows you to program an appropriate action when the condition is met on one of the
sensors. Thanks to the integration with NMS VSS,; it significantly expands the range of the program's

possibilities.
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20. REMOTE ACCESS TO NMS VSS SERVER

The NMS VSS software has a remote access function. It enables remote management of

the NMS VSS Server operation using the Client's NMS VSS.

20.1. Configuration of remote access

The feature uses Microsoft Windows remote desktop options. Windows must be pro-
perly configured to work properly. On the computer where the NMS VSS Server is installed, in
the Start menu, in the search window, find the option A/low remote access to the computer and

click on it.

Control Panel (3}

1B Allow Remote Assistance invitations to be sent from this comp...

| 1B Allow remote access to your computer

&4 Select users who can use remote desktop

' See more results

After opening the System Properties window, check the Allow connections from compu-

ters with any version of Remote Desktop and apply the changes.

|a||-:|w remote % | | Shut down | ¥ |
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In the NMS VSS Client application you must configure the access data to the NMS VSS Server. In
the CONFIGURATION / APPLICATION / DEVICE SETTINGS panel, select the Server with
which you want to connect from the NMS VSS list. In the General / Remote configuration field,
enter the Login and Password to access the server, i.e. login and password of the Windows user
created on the server (an empty password is not allowed for remote connection).

| Computer Name | Hardware I Advanced I System Protection | Remote

Remote Assistance
Allow Remote Assistance connections ta this computer

What happens when | enable Remate Assistance?

Remate Desktop

Click an option, and then specify who can connect, if needed.

i@ Dont allow connections to this computer

) Mlow connections from computers nunning amy version of
Remote Desktop {ess secure)

(7)) Mlow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Help me choose Select Users...

oK || Cancel |

The remote access option is available in the context menu on the device list. Click the right
mouse button on the NMS VSS Server to which you want to connect, and then select the Remote
configuration option. As a result, the NMS VSS Server remote desktop window will be launched,
enabling full configuration of the application.

Zdalna k id

T[S _admin

Zwin wszystko

Rozwir

Kolumny

Rozlacz
Zdalna konfiguracja

Usun
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21. NMS VSS WEB CLIENT

VSS WEB CLIENT is an additional service that enables displaying video from CCTV devices
added to the NOVUS MANAGEMENT SYSTEM VSS server directly in a web browser.

Thanks to its intuitive interface, users gain quick access to the following functionalities: live
video preview, video playback in playback mode, browsing current event logs, and system logs that
support system analysis and troubleshooting.

The VSS WEB CLIENT service allows video views from devices previously configured in the
NOVUS MANAGEMENT SYSTEM VSS software to be shared and displayed in the browser.

The VSS WEB CLIENT web application is available on devices equipped with a web browser,
such as computers running Windows 10/11, as well as mobile devices with 10S or Android operating
systems.
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21.1 Server Configuration in NOVUS MANAGEMENT SYSTEM VSS

To properly configure the server, go to the SERVER CONFIGURATION section and then find
the VSS WEB CLIENT tab. If the message Server isn’t running is displayed in yellow, it means the
server is currently inactive. To enable it, click the RUN button.

NMS VS5 Server (MACIEJ-RID)

Stop Restart

Stop Restart

554 5 Diag
Remote playback

Stop

running

B CLIENT

n't running

80013 EWETALE

the number of the port
to connect to

After activating the button, the license agreement for the VSS WEB CLIENT web application
will appear. You must accept the agreement to proceed.

‘Web license agreement

FEE-BASED LICENCE AGREEMENT
For NOVUS MANAGEMENT SYSTEM V5% WEB CLIENT Functionality
for the “NOVUS MANAGEMENT SYSTEM™ — VS5 version
[licence version: vss_web vl 1_20250901]

We hereby inform that the installation and use of the NOVUS MANAGEMENT SYSTEM VSS WEB CLIENT Functionality for the “Novus Management System™
VSS version software (the “VS8S WEB CLIENT Functionality™) indicates automatic acceptance of the terms of this Licence Agreement on behalf of the Licensee —
User. The Manufacturer informs that the use of the VS8 WEB CLIENT Functionality may not be available in certain countries and languages. If vou do not agree to the
terms of this License Agreement, discontinue use of the V85 WEB CLIENT Functionality immediately and deactivate it.

1. DEFINITIONS

1.1, Capitalised terms shall have the meanings set forth in this Licence Agreement or in the Fee-Based Licence Agreement for the "WOVUS MANAGEMENT
SYSTEM" — VSS version.

1.2, “Licence Agreement” — this licence agreement which the User concludes with the Manufacturer in order to be able to use the V55 WEB CLIENT Functionality.
If the User purchases a licence, the purchase document also forms part of the Licence Agreement.

1.3, “Agreement” — the licence agreement which the User concluded with the Manufacturer in order to be able to use the “NOVUS MANAGEMENT SYSTEM™ —
WSS version (“Software™).

1.4, “VSS WEB CLIENT Functionality” — functionality under the name: NOVUS MANAGEMENT SYSTEM VS§ WEB CLIENT for the Novus Management
System — VSS version Software, constituting a computer program encompassing the entire content of files delivered electronically or on a medum, constituting a
Work within the meaning of the Copyright and Related Rights Act, developed by the Manufacturer or for which the Manufacturer is the owner of the property rights,
which may be used by the User under the terms of the Agreement and the License Agreement.

1.5. “Licence Key” — the numerical code generated by the Manufacturer, provided to the User, necessary for the use of the VS8 WEB CLIENT Functionality. Licence
Key can be used only once and on only one device.

2. GENERAL PROVISIONS

2.1. The VS5 WEB CLIENT Functionality is compatible with the appropriate version of the Software The User acknowledges that the VS5 WEB CLIENT
Functionality may not be compatible with any past or future versions of the Software.

2.2. The User may only install and use the V88 WEB CLIENT Functionality in the manner and under the conditions provided for in the Licence Agreement and the

Accept
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Once the server is successfully started, a confirmation message should be displayed.

WEB CLIENT

Stop

Server is running

If the user wants to log in with an account other than root, the next configuration step appears
after creating a Group and assigning a user to it. The process of creating groups and users is
described in section 10.2. Users tab - information.

To confirm which channels will be shared on the server, go to the SETTINGS / USERS tab and
mark the selected streams in the Share field.
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21.2 Activation of the Web Application License

The next step is to activate the license in the NOVUS MANAGEMENT SYSTEM
VSS software. To do this, select HELP / LICENSES from the top menu. There are two available
options: a free Trial license or a paid license. To activate the free license, click the Activate trial

button in the newly opened window.

a® Licensing

Registration Licensing

Status

Valid until

Valid

Always

Expired

vl e gu—15 Valid

HardwarelD

Print to PDF

To activate a paid license, time-limited -

license key.
¥ Licensing
Registration _[ILicensing

Status

23.08.2025 13:08:44

01.10.2025 13;

WValid until

Expired

Trial £.08.2023 12:15:41

Valid

Always

Valid

B il o — ——014 Valid

HardwarelD

Always

4.10.2025 09:14:03

1® Key activation

License details

click the Activate key button and then enter the
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If the license is nearing its expiration date, a message will appear at the top of the application:
The paid license will expire soon. After clicking on the highlighted text, a window with license
information will open.

¥ Licensing

Registration Licensing

Status Valid until

Valid Always

Expired 23.08.2025 13:08:44

Bl R 3 Valid 01.10.2025 13:08:03

54605 46

HardwarelD
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21.3 HTTPS Protocol Activation

To secure communication and protect transmitted data, it is recommended to activate the
HTTPS protocol on the server hosting the VSS WEB CLIENT web service. To do this, select the
HTTPS option and generate a self sign certificate.

Generate self sign certificate n T“‘h ‘°(z:‘"‘° -]
IP addresses of the computer where " o Dy Pomoricey ()
the certificate is generated, which will R ®
VS5 WEB CLIENT be used to connect to the server

localhost

IP Addresses 127.0.0.1

182.168.47.10 Path to Cer file [ = |

P ea (@
I' g Dysk Pamocniczy (D)
€% CDRom (E)
Path to Pf file Set

First, you need to assign a name to the certificate (the default name is acceptable), create a
password, and set the certificate's validity period along with the address of the server. Then, specify
the path for the PFX and CER files (the path must be the same for both). After clicking the Generate

Self-Signed Certificate and use it button, a message should appear confirming that the certificate
was successfully generated.

m X

Certificate generated successfully
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The next step is to install the certificate on the computer where the application using the
HTTPS protocol will be run (this may be a different computer than the one where the certificate was
generated). To do this, open the file with the .cer extension and follow the procedure outlined below.

| a ! Certificate *

| General petails Certification Path

{3 Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remate computer
+ All issuance policies

TIssued to: V55 WEB CLIENT

Issued by: V5S WEB CLIENT

Valid from 5/8/2025 to 8/8/2026

Install Certificate. ..

Select Certificate Store

& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

© Current User

O Local Machine

To continue, cick Next.

Concel

€ ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
© Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse...

Cancel

“« £* Certificate Import Wizard

Select the certificate store you want to use,

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

_| Personal

Enterprise Trust

~| Trusted Publishers
I lintrustad Cartifirates

B Trusted Root Certification Authorities

_| Intermediate Certification Authorities

() show physical stores

Security Warning

‘You have specified the following settings:

Cancel

| You are about to install a certificate from a certification
L authority (CA} claiming to represent:

V55 WEB CLIENT

Windows cannot validate that the certificate is actually from
“W55 WEB CLIENT'. You should confirm its origin by contacting
WSS WEB CLIENT", The following number will assist you in this
process:

Thumbprint (shal): 8320F6C4 3049C558 SACZCAET AT417184
FD7FSB2D

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dick
“Yes” you acknowledge this risk.

Do you want to install this certificate?

{o=Tg e SR TR e ) Automatically determined by the wizard
Content Certificate
Certificate Import Wizard X

o The import was successful,
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After successfully importing and installing the generated certificate, and entering the
appropriate address (e.g., https://localhost:port number), the page shown below should appear.

LLLLL

WARNING! On mobile devices and computers other than the one running the server, you must
enter the IP address of that computer. Additionally, if the web browser is already running, it should
be closed and restarted. Also, the server needs to be restarted VSS WEB CLIENT.
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21.4 Logging into the VSS WEB CLIENT Service

After configuring the server in NOVUS MANAGEMENT SYSTEM VSS and activating the
license key for the web application, you can proceed to open a web browser.

For Windows operating systems, the recommended browser is Google Chrome. However,
when using other browsers such as Microsoft Edge, you may encounter issues displaying video using
the H.265 compression format. In such cases, it may be necessary to install an additional codec:
HEVC Video Extension Codec (https://apps.microsoft.com/detail/9nmzlz57r3t7?hl=en-us&gl=US%
27).

In the browser's address bar, enter the IP address of the computer where the server is installed.
If both the server and the browser are running on the same computer, enter the local address, usually
127.0.0.1:port_number.

I NE T

WARNING! If there is no valid license when the server is started and the IP address is entered
correctly, a message will appear: Web users limit reached, please one of users to continue.

Information

Web users limit reached, please logout one of users to continue.

&

There is no data to display

Close

i NEY -
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After entering correct login credentials, the Home Page window should appear, as shown below. The
following screenshots are taken while using a web browser on a computer - the view on mobile devices may
differ slightly.

N e 2

G Dashboard
(1 Video

= Logs

i About

1

4 5 7
= 26.08.2025 O 08:29:07 e’ -:lé :
DASHBOARD

Video preview Current logs 3 Last10 ~
All channels ~
Date User Description Device Type
26.08.2025 08:28:13 root Motion detection NVR-6432-H2/F Motion detection
26.08.2025 08:28:13 root Motion detection NVR-6432-H2/F Motion detection
26.08.2025 08:26:09 root Motion detection NVR-6432-H2/F Motion detection
26.08.2025 08:26:09 root Motion detection NVR-6432-H2/F Motion detection
1.Sidebar - contains essential features such as Video, Logs search, and Current event log.
2.Live Video Preview - displays all channels that have been selected in the Share option under
the SETTINGS / USERS tab (see page 126). Additionally, it allows previewing video views that
were previously configured in NOVUS MANAGEMENT SYSTEM VSS.
3.Device Log List - displays current logs .
4.Current Server Date and Time - shows the current date and time of the server.
itchi i C* 2
5.Dark Mode - allows switching the interface to a dark theme. ELONE

6.Language Selection - Polish or English.

7.Account Settings - includes the Settings and Log Out options .
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The section Settings contains three tabs that allow you to view user account settings, manage
sessions, and configure video settings.

Account settings

This tab allows you to view the user's name, personal details, and place of residence.

Account settings Account settings
Sessions

Video configuration

Sessions

This tab displays details of active sessions, including IP addresses, device type, browser used, and
the time of last activity. Additionally, there is an option to log out from a selected device by clicking
the Log Out button.

Active sessions
Account settings Login P Device Web browser Last activity Operation
Sessions Usert 127.0.0.1 = (5] 27.08.2025 08:55:44 Log Out

Video configuration Usert 127001 = L] 27.08.2025 08:55:47 Log Out

Video configuration

In this tab, you can choose the video streaming mode between Auto, MSE, and RTC. There is also
an option called Show OSD with stream parameters, which displays technical information about
the currently transmitted video stream directly on the camera image.

e Auto mode automatically selects the streaming method between RTC and MSE. RTC is the
preferred mode. MSE is selected when RTC streaming is not available.

e RTC mode is the recommended video streaming method. It provides smooth video playback
with minimal latency. It requires port forwarding for UDP ports and the port used by the
application.

e MSE is an alternative streaming method. It should only be used if RTC streaming is
unavailable or not functioning properly. It works without the need for UDP port forwarding,
requiring only the application's port. Its drawback is higher video latency compared to RTC.

Account settings Streaming

Sessions Auto

Show OSD with stream parameters
Video configuration
MSE
RTC
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21.5 Video Window

This is the most important tab, allowing live view, video playback in playback mode, and PTZ
control. It provides access to ALL CHANNELS as well as video views previously configured in
NOVUS MANAGEMENT SYSTEM VSS.

21.5.1 Live View Mode

This is the default mode, which enables real-time viewing from the selected channel. It
provides continuous access to the current camera image.

HZE;‘} SUE- 6202]’1@1@@3?5!03;’29 14 4502

®

—

S e —

=
=_-
o) O ==

—

e

1. Current channel view - displays the selected camera feed.
Fullscreen - switches the view to full-screen mode, hiding toolbars.

Video Streaming Mode - shows which streaming mode is currently in use: RTC or MSE.

Sl

HD/SD - allows switching between the main and sub-stream display. The icon indicates the
currently selected stream.

Playback mode - switch between live and playback.
PTZ - controls PTZ cameras.

Audio - enable or disable sound, available for video streaming mode via MSE.

® N w»

List of available channels - based on the defined view.

To switch to a specific channel, click the desired thumbnail in the list of available channels. To
view more channels, drag the mouse left or right to scroll through the list.
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21.5.2 Playback Mode Option

The playback mode function allows users to browse recorded video from selected cameras.
Users can specify a date and time using the calendar and time selector, or interact with the timeline
located at the bottom of the screen by clicking on the desired segment of the recording.

HAGgBVE-6202M WEB P 2025709401 {09:00: 05

[ -

SEP 2025 v

s M T W

v OK X Cancel

To switch from playback mode back to live view, click once in the center of the screen. After a
moment, an interactive options bar will appear - click the eye icon to return to real-time viewing.

©
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21.6 PTZ Function

This option is available exclusively for PTZ cameras and allows full control over camera
movement and features such as:

o Camera movement — left, right, up, down, and rotation.

e Zoom (in/out) — on computers, zoom is controlled by scrolling the mouse wheel. On mobile
devices, to zoom in or out, move two fingers apart or together on the screen.

e Focus — manual adjustment of focus (Focus in/out).

o Presets — ability to save and recall previously defined camera positions.

e Entrance: human-2

—,':_."“:E)(]t - ll‘um'an—;OL‘

Function settings

1.Preset — saves the current camera position as a reference point; once saved, it can be
quickly recalled. To use it, set the camera position, save the preset, and then recall it . 4
2.Scan — the camera automatically moves between two defined points (e.g., left <> right side).
To activate, enter a function number in the range of 0-255.

3.Tour — plays a sequence of presets in a defined order and timing. To activate, enter a
function number in the range of 0-255.

4.Pattern — records the exact manual movement of the camera (e.g., pan, zoom) and replays it
as a programmed path. To activate, enter a function number in the range of 0-255.

e
5.Auto Focus — automatically adjusts the camera’s focus . \F‘ senee
6.Focus + — manual focus adjustment (+).

7.Focus - — manual focus adjustment (-).
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21.7 Logs Search Function
This feature allows filtering and searching through logs using various criteria:
o Time range — define a specific date and time interval.
e Priorities — filter by importance level (low, medium, high).

o Streams — select or deselect specific video streams.

Filter

Priorities -~

From  26.08.2025 09:17 [m] To  27.08.202509:17 Until now [(Viow v Medium

Streams
august2025 v RN -
NVR-6432-H2/F - h264-5VE-6501_F
mon tue wed thu fri sat  sun
10 18 Application logs NVR-6432-H2/F - h264-5VE-6501_F.
28 29 30 3 1 2 3
1 19 NVR-6432-H2/F - h264-8H-6522M_F
4 5 6 7 8 9 10
Pri T Description - - - -8H-
oritl o 13 14 15 16 17 12 20 Use escriptiol NVR-6432-H2/F - h264-8H-6522M_F.
Sredni 18 19 20 21 22 23 24 13 21 system Server NMS - stopped NVR-6432-H2/F - h264 MM_Gfds
.2 n 27 ‘ 28 29 30 31 NVR-6432-H2/F - h264 MM_Gfds.
Sredni ) 14 22 system Server RTSP - stopped
1 2 3 4 5 6 7 NVR-6432-H2/F - Liczaca_z_gory.
Sredni Today 15 23 system Server Playback - stopped e e v

Cancel OK

The log search includes both application logs and device logs, enabling comprehensive system
analysis and troubleshooting.

LOGS SEARCHER

Fom 24082025 08:54 To  25.08.2025 08:54 [ X Y C
Application logs. Device logs
priorty Date User Description Confirmed Confirmed by Confirmation date Confirmation note Type
High 25082025 085219 oot User loggedin No Userfoggedin
High 25.08.2025 085200 system Application tum on No Application tum on
Medium 25.08.2025 085159 system Server Playback- started No Server status changed
Medium 25.08.2025 08:51:59. system Server RTSP - started No Server status changed
Medium 25.08.2025 08:51:59 system Server NMS - started No Server status changed
Medium 25.08.2025 08:06:45 root Configuration changed No Configuration changed
Medium 25.08.2025 08:06:45 root User configuration has been changed No Configuration changed
Medium 25.08.2025 080619 o0t Configuration changed No Configuraton changed
Medium 25.08.2025 08:06:19. root User configuration has been changed No Configuration changed
High 25.08.2025 08:03:14. root User logged in No User logged in
High 25082025 080240 system Application tun on No Appiication tumn on
Medium 25.08.2025 08:02:39 system ‘Server Playback - started No ‘Server status changed
Medium 25.08.2025 08:02:39 system ‘Server RTSP - started No ‘Server status changed
Medium 25.08.2025 08:02:39 system ‘Server NMS - started No ‘Server status changed
Medium 25.08.2025 08:01:31 system ‘Server NMS - stopped No Server status changed
Medium 25.08.2025 08:01:30 system Server RTSP - stopped. No Server status changed
Medium 25.08.2025 08:01:30 ‘system ‘Server Playback - stopped No ‘Server status changed
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21.8 Current Event Log

This tab allows users to view real-time system events in a table format. Each entry contains
detailed information about the event, including:

» Date — the exact time the event occurred.
 Device — the name of the device from which the event originated.
e Channel name — name of the video channel.
o User — the user associated with the event.
e Description — a brief summary of the event.
e Priority — the importance level (low, medium, high).
o Type — the category of the event (e.g., system, video, alarm).
(3 Dashboard

X Video v

= Logs A

Logs searcher

I Current event log

Date Device Channel name User Description Priorty Type
27.08.202509:04:43 NVR-6432-H2/F h265 MM Gfds root Motion detection Medium Motion detection
27.08.202509:04:42 NVR-6432-H2/F h265 MM Gfds root Motion detection Medium Motion detection
27.08.202509:04:32 NVR-6432:H2/F h265 MM Gfds oot Motion detection Medium Motion detection
27.08.202509:04:31 NVR-6432:H2/F h265 MM Gfds root Motion detection Medium Motion detection
27.08.202509:04:24 NVR-6432-H2/F h265 MM Gfds root Motion detection Medium Motion detection
27.08.202509:04:23 NVR-6432-H2/F h265 MM Gfds root Motion detection Medium Motion detection
27.08.2025 09:03:59 NVR-6432-H2/F h265 MM Gfds oot Motion detection Medium Motion detection
27.08.2025 09:03:59 NVR-6432-H2/F h265 MM Gfds oot Motion Medium Motion detection
27.08.202509:03:58 NVIP-2H-6101/WL/LITE Stream 2 root Motion Medium Motion detection
27.08.2025 09:08:52 NVR6432-H2/F h265 MM Gfds oot Motion detection Medium Motion detection
27.08.2025 09:08:52 NVR6432-H2/F h265 MM Gfds root Motion Medium Motion detection

When clicking the ABOUT button, a window appears displaying the version number of the
NOVUS MANAGEMENT SYSTEM VSS application, along with contact information for AAT

Holding.
m MO e
SYSTEM

2.08.15

Telephone numbers available in the Contact tab at nms.aat.pl/en

Close
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21.9 Automatic Logout
The system automatically logs out the user in two cases:

e Session timeout — if a user remains logged in for 15 minutes without any activity, the system
may terminate the session for security reasons, unless video playback is in progress or the
event log is being viewed. Additionally, the authorization token expires after 7 days,
requiring the user to log in again.

e License limit exceeded — if the number of simultaneously logged-in users exceeds the limit
defined by the license (e.g., the license allows 2 clients, and a third client attempts to log in.
A message appears: Web users limit reached, please one of users to continue.

Information

Web users limit reached, please logout one of users to continue.

Id Login Ip Port Last activity Operation
0 root 127.0.0.1 57713  2025-08-22 07:44:40 Log Out
0 root 127.0.0.1 57771  2025-08-22 07:44:36 Log Out

Close

In the dialog window, a list of currently logged-in users is displayed, including:
o ID user

e Login

« IP address

« Port

 Last activity

The user can manually log out one of the active sessions to free up a slot and continue working.
Additionally, the root operator can log out any user, while a given user can only log out themselves.

Information!

You have been automatically logged out of the system, your session has
expired

Ok
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22. NMS VSS IP TOOL

NMS VSS IP TOOL is an additional application that allows you to search for NOVUS devices, as
well as change the IP addresses of cameras.

Choice of network interface

@ NMSiptool v1.23.5 = x

Adres IP Adres Mac Wersja oprogramowania

[ 110.11.7.20 255.255.00  00:18:9D:04:8B:B0  Fixed P NVIP-3DN3050H Brama 5 342
[ 110.11.11.105 255.255.00  00:1B:9D:04:5A:A6  Fined P MNVIP-2DN3000H NOWVUS IP CAMERA 3.4.0
| 110.11.11.103 255.00.0 00:1B:9D:04:51:5E  Fixed IP 9322M NOVUS IP CAMERA 3.4.0 ;
[ 110.11.11.110 255.255.00  00:18:9D:04:43:30  Fixed P NVIP-2DN3000H NOVUS IP CAMERA 341
¥ 1011788 255.255.00  00:1B:9D:04:4C:E9 NVIP-2DN3020V NOVUS IP CAMERA 3.4.1
| 110.11.7.10 255.255.00  00:18:9D:04:88:04 Fixed IP NVIP-2DN3000H NOWVUS IP CAMERA 3.4.2

] ] 0
11 7 254

0 0 0

Devices window In this section we can enter IP address para-
meters for the found devices
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